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Overview  
California State Polytechnic University, Pomona (CPP) desktops and portable computers, 
and the information that resides on them are critical assets for the university. These 
critical assets need to be protected to ensure their availability, confidentiality, and 
integrity. This document is intended to provide a minimum-security standard and a set of 
guidelines for the installation and support of desktops and portable computers that are 
part of the CPP network.   

Audience 
The audience for this document is all users that connect directly to the CPP network.  
 

Minimum Desktop Security Standard  
The following security controls must be applied to all desktops or portable computers that 
connect directly to the CPP network   
 

 Anti-virus software, with signatures updated automatically  
 Operating System security patches applied automatically  
 Personal firewall (software or hardware)  
 Locking screen saver password 

 
Anti-virus software is available without cost to the CPP faculty and staff. Students may 
purchase copies of Anti-virus software at a substantially reduced rate from the Campus 
Bookstore. 
 

Roles and Responsibilities  
This section identifies the roles and responsibilities for implementation and compliance.  
 

 Information Security Officer (ISO)—issues security standards based on threats and 
the needs of the University for protection. The ISO champions implementation 
efforts, offers acceptable alternatives, and provides exceptions as appropriate.    

 End User—ensures that all desktop and portable computers that connect to the CPP 
network meet the minimum standards set forth above. In order to enhance compliance 
with the Desktop and Portable Computer Security Standard, end users may engage 
campus technical support personnel. The burden for compliance with this standard 
falls on each end user, unless a campus technical support person has agreed to assume 
some or all of the responsibility.  

 Campus Technical Support Person—ensures that all existing CPP owned desktop 
or portable computers are configured to support the minimum standards set forth 
above, or that an alternate plan for risk management is provided.  

 System Administrators —Are members of organizational units that support 
enterprise, division, or department level IT services. System administrators within 
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their area of responsibility facilitate end-user privilege management and 
implement operating procedures in conformance with campus information 
security standards and guidelines. 

 
 Security Analyst —Advises on best practices to secure applications, systems, 

networks, and desktops.  
 

Terms and Definitions 
Confidential Information - Confidential Information is information maintained by the 
University that is exempt from disclosure under the provisions of the California Public 
Records Act or other applicable state or federal laws. Confidential information is 
information whose unauthorized disclosure, compromise or destruction would result in 
severe damage to Cal Poly Pomona, its students, or employees (e.g. social security 
numbers, dates of birth, medical records, credit card or bank account information). 
Financial loss, damage to Cal Poly Pomona’s reputation, and possible legal action could 
also occur.  Level 1 data is intended solely for use within Cal Poly Pomona and limited to 
those with a “business need-to-know”.  Statutes, regulation, other legal obligations or 
mandates protect much of this information. Disclosure of Level 1 information to persons 
outside of the University is governed by specific standards and controls designed to 
protect the information.  
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Guidelines  
For every operating system, it is important to follow the general guidelines below. The 
actual details used to implement these guidelines may vary, but the concepts are the same 
regardless of the operating system. 

Before you connect the desktop/portable computer to the CPP network for the first time 
or upgrade to a new operating system, please review the following steps: 
 

1. Review the purpose or role of the desktop/portable computer 
2. Determine desktop/portable authentication requirements 
3. Determine secure access control requirements 
4. Install only required software and keep operating system current 
5. Run the minimum number of services/features on the desktop/portable computer 
6. Configure the firewall  
7. Setup and review the local desktop/portable computer logs 
8. Install and configure security related software 
9. Maintain physical security of the desktop/portable computer  
10. Request a network-based vulnerability scan 
11. If you have questions, contact the Information Security Department 

 
 
Review the purpose or the role of the desktop/portable computer 
 

1. Determine the purpose or role the desktop/portable computer will play within the 
organization  
Will the desktop/portable computer act as a...  

a. “Private” workstation containing and/or working with confidential 
information 

b. “Private” workstation not containing and/or working with confidential 
information 

c. “Public” workstation (e.g., lab, public kiosk) 
2. When setting up the operating system (OS), look for specific OS configuration 

options that will enhance the security of the desktop/portable computer in this role 
a. For example when setting up desktop/portable computer that will access 

confidential information 
i. Log all connection and authentication information 

ii. Common user account should not be configured to allow user to 
install applications 

iii. Screen saver should be turned on and locked after 5 minutes of 
inactivity 

3. Ensure that the latest campus-supported stable version of the operating system is 
running (e.g. Windows XP SP2, MAC OS X 10.49) 

4. Harden the operating system (Windows, MAC OS, etc.) 
a. Disable unnecessary services, protocols, and ports 
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i. Do not remove programs that are part of the CPP standard desktop 
installation (e.g., Anti-virus) 

b. User privileges should be configured as low as possible while still meeting 
business needs  

 
Determine desktop/portable computer authentication requirements 
 

1.  Use the campus identity management system 
a. CPP has established a campus identity management system, a unified 

directory service and authentication infrastructure. It is intended to provide 
campus departments with a centralized means by which departments can 
validate users who need or wish to access departmental applications, as 
well as to obtain authoritative information about users. The infrastructure 
can be used by applications for public directory service, lookups, 
authorization, and authentication.  

2. All accounts should have strong passwords or pass phrases 
3. Local accounts (as opposed to accounts from Active Directory) are strongly 

discouraged due to the difficulty of managing such accounts centrally 
a. To determine whether a local account is necessary, ask yourself these 

questions 
i. What access/purpose does the local account provide that the 

domain account cannot? 
1. An example where a local account is required 

a. Laptop does not connect to campus domain for 
more than 30 days 

2. Another example where a local account is required 
a.  Application requires admin privileges to run 

4. Assign a unique account and unique password to each individual to better 
distinguish activities between multiple users 

a. While shared accounts are generally not allowed, some specific software 
programs require that such an account exist 

i. Obtain authorization for all exceptions and document them 
ii. Create an inventory of any such created accounts and each user 

that has access to it 
 
Determine secure access control requirements 
 

1. Restrict the level of privileges to only those which are necessary for a user to 
perform their job function 

2. A system administrator should regularly review the access list or log for users  
a. Look for unexpected rights or changes, period to be determined by nature 

of desktop and access to confidential data 
3. Require re-authentication to desktop by users after idle periods, period to be 

determined by nature of desktop and access to confidential data (e.g., after 5 
minutes of inactivity a locking screen saver appears) 

4. Use secure protocols such as RDP or SSH to access the desktop remotely 
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Install only required software and keep operating system current   
 

1. Run software that is current.  The operating system and other installed software 
should be supported for the latest security patches 

2. When installing software, ensure that only required software is installed, making 
sure to install the latest versions of all software including all recommended 
security patches that are available. 

3. Use the automatic update program relevant to the operating system to keep the 
desktop fully patched – use of a centrally managed patch management solution is 
preferable 

4. After installation, all computers should be routinely maintained and updated 
• This includes the installation of operating system patches and new 

versions of installed software.   
 
Run minimum number of services/features on the desktop/portable computer 
 

1. Make sure to configure all installed software, disable all unused features and be 
sure to limit the availability of any features that are enabled 

a. Some example of operating systems features that should be turned off 
include: 

i. File sharing   
ii. Web sharing   

iii. Printer sharing   
iv. Wireless access point connection sharing   

 
Configure the firewall 
 

1. Configure the firewall that comes with your operating system 
a. The rules should reflect the acceptable use and security policies that have 

been defined for the computer 
2. Operating system filters that deny or permit certain traffic should be used if 

available 
3. Periodically review the filters for inappropriate or unneeded access 
 

Set up and review the local desktop/portable computer logs 
 

1. Configure all services so that they log all connections and authentication 
information 

2. Enable local auditing of security events 
a. Changes to user accounts and permissions 
b. Failed attempts to logon 
c. Failed attempt to access resources 
d. Changes to systems files 
e. Unsuccessful attempts to connect through the firewall 
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3. A system administrator should be assigned the responsibility of 
monitoring/reviewing and as appropriate following up on possible security 
violations identified in the system logs – typically these should be reviewed on a 
monthly basis 

a. For important desktops (e.g., desktops containing confidential 
information) this should be as often as weekly 

 
 Install and configure security related software 
 

1. Install anti-virus software with daily updating for the latest virus definitions 
2. Install anti-spyware software with daily updating for the latest spyware definitions 

– many current anti-virus solutions also include an anti-spyware element 
3. Validate that antivirus definitions and engines are being updated  
4. Run security analyzer software such as MSBA from Microsoft 
5. SSH, RDP, or other encrypted and secure method of access should be installed if 

remote access or remote administration services are needed 
a. SSH improves the security of user accounts by encrypting all login 

sessions and allowing the forwarding of X11 and other arbitrary network 
traffic 

6. Certain resources require a VPN connection to work from off-campus. 
a. See link for information on establishing a VPN tunnel 

http://www.csupomona.edu/~ehelp/vpn/index.html 
 

 
Maintain physical security of the desktop/portable computer 
 

1. Ensure that the desktop is in a locked area when unattended 
2. Utilize “keyboard locking” software or password protected screen savers to 

prevent keyboard activity when the user is not at their computer 
 
Request a network-based vulnerability scan 
 

1. Request a network-based vulnerability scan from the Information Security 
department to look for common vulnerabilities - these scans are highly 
recommended for important desktops, such as those containing confidential 
information 

a. Send requests to infosecurity@csupomona.edu 
2. Review and correct vulnerabilities found or implement a risk-mitigation strategy, 

concentrating first on the items marked as high 
 
If you have questions, contact the Information Security Department 
 
If you have questions or concerns about the security of the data you store, please contact 
the Information Security department at extension 6449.  The Information Security 
department can make arrangements for security tests to be run on desktop machines to 
identify potential security risks.  We can also schedule meetings with departmental 
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technical support personnel to talk with security analysts to help them improve the 
security of the systems they support.  
 
 

Additional Resources 
These websites and publications have more information on securing sensitive data:  
 
National Institute of Standards and Technology (NIST)’s Computer Security Resource 
Center 
www.csrc.nist.gov 
 
NIST’s Risk Management Guide for Information Technology Systems 
www.csrc.nist.gov/publications/nistpubs/800-30/sp800-30.pdf  
 
SANS (SysAdmin, Audit, Network, Security) Institute’s Twenty Most Critical Internet 
Security Vulnerabilities 
www.sans.org/top20  
 
United States Computer Emergency Readiness Team (US-CERT) 
www.us-cert.gov  
 
Center for Internet Security (CIS) 
www.cisecurity.org  
 
OnGuard Online 
www.OnGuardOnline.gov 
 
IT Compliance Institute 
http://www.itcinstitute.com/index.aspx 
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