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Digital Rights Management (DRM) technologies are executable codes that are
responsible for imposing rights and conditions linked with the use and protection of digital
content and services such as music and movies that are downloaded over the Internet. Copyright
owners view DRM as a tool to protect their products or creations. On the other hand, public
advocates and copyright scholars have expressed their concern about the legal, social, and ethical
implications of DRM. Some are concerned that DRM may inhibit the effective dissemination of
information and knowledge to the public as well as the advancement of copyrighted works. The
implementation of DRM may also conflict with existing copyright laws and may invade the
privacy of individuals. This topic will first discuss an introduction to DRM architecture and the
two rights expression languages that are the basis of DRM implementation, namely the
eXtensible rights Markup Language (XrML) and the eXtensible Access Control Markup
Language (XACML). The topic will also explore the relationship between DRM and existing

laws and the impact of DRM on individual privacy.
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