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The Advanced Encryption Standard (AES) is a secret-keytosystem specifying the implemen-
tation of an encryption functiok: {0, 1}'28 x {0, 1}(12811921256) _, 10 1}128 and a decryption func-
tion D: {0, 1}128 x {0, 1}(12811921256) —, {0 1}128 such that for everX andZ, D (E(X, Z), Z) = X.
As shown in classk andD are composed by iterating several specific permutationsabstitu-
tions.

Seehttp://www.csupomona.edu/~carich/classes/cs460/ for copies of the AES specifica-
tions and appropriate procedures for problem 2 and problemittn in Java.

| Homework 3|

Implement a class—e.g., as specified by the following iatsAbstractAES. java—that
publishes the AES encryption and decryption functions.

interface AbstractAES {
/I AES(byte[] 2);

public byte[] encrypttbyte[] X);
public byte[] decrypttbyte[]1 y);

The following plaintext fileProblem2. in contains a stream of 8-bit bytes, shown as ASCII
characters. The first 16 bytes constitute a 128-bit secretZkeand the remaining bytes
(including line separators) are partitioned into 16-bytergext messages.
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Implement a program—e.g., as given by the following programblem? . java—that out-
puts the plaintext produced by encrypting each plaintexdgageX, then decrypting the
resulting ciphertexy.

public class Problem2 {

public static void main(String[] argv) throws java.io.lOException {
byte[l x = new byte[16];
byte[1 z = new byte[16];

Systemin.read(z) ;
AES aes= new AES(2);

while (Systemin.readx) !'= -1)
System out. write (aes decrypt(aes encrypt(x) ) ) ;

The following ciphertext filelProblem3. out contains a stream of 8-bit bytes, shown as hex-
adecimal numbers. The first 24 bytes constitute a 192-bies&ey Z, and the remaining
bytes are partitioned into 16-byte ciphertext messages
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Implement a program—e.g., as given by the following progPamblemn3. java—that out-
puts the plaintexX produced by decrypting each ciphertext message

public class Problem3{

public static void main(String[] argv) throws java.io.lOException {
byte[] y = new byte[16];
byte[] z = new byte[24];

Systemin.read(z) ;
AES aes= new AES(2);

while (Systemin.ready) '= -1)
System out. write (aes decrypt(y)) ;



