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The Advanced Encryption Standard (AES) is a secret-key cryptosystem specifying the implemen-
tation of an encryption functionE : {0, 1}128

× {0, 1}(128|192|256)
→ {0, 1}128 and a decryption func-

tion D : {0, 1}128
× {0, 1}(128|192|256)

→ {0, 1}128 such that for everyX andZ, D
(

E(X, Z), Z
)

= X.
As shown in class,E andD are composed by iterating several specific permutations andsubstitu-
tions.

Seehttp://www.csupomona.edu/~carich/classes/cs460/ for copies of the AES specifica-
tions and appropriate procedures for problem 2 and problem 3written in Java.

1 Implement a class—e.g., as specified by the following interfaceAbstractAES.java—that
publishes the AES encryption and decryption functions.

interface AbstractAES{

// AES(byte[] z);

public byte[] encrypt(byte[] x);
public byte[] decrypt(byte[] y);

}

2 The following plaintext fileProblem2.in contains a stream of 8-bit bytes, shown as ASCII
characters. The first 16 bytes constitute a 128-bit secret key Z, and the remaining bytes
(including line separators) are partitioned into 16-byte plaintext messagesX.
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HHII:MHHI"::IWWL . . . . . HH"HHHIIHHH":HWWM"
""" MMHI::HY""ML, ... . .. :" :HIIIIIILTMH"
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Implement a program—e.g., as given by the following programProblem2.java—that out-
puts the plaintext produced by encrypting each plaintext messageX, then decrypting the
resulting ciphertextY.

public class Problem2{

public static void main(String[] argv) throws java.io.IOException {

byte[] x = new byte[16];
byte[] z = new byte[16];

System.in.read(z);
AES aes= new AES(z);

while (System.in.read(x) != -1)

System.out.write(aes.decrypt(aes.encrypt(x)));
}

}

3 The following ciphertext fileProblem3.out contains a stream of 8-bit bytes, shown as hex-
adecimal numbers. The first 24 bytes constitute a 192-bit secret keyZ, and the remaining
bytes are partitioned into 16-byte ciphertext messagesY.
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3f 5b 99 e0 c0 1b 28 e0 f5 44 b3 22 93 70 c2 f4 0b 2e d5 59 de 43 51 9b 77 0a 01 be a3 e0 51 ce 28 d3 f8 2e 54 e3 9d f5
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41 56 42 94 4e 81 9f 0e 72 db d4 f5 86 d0 a7 93 ef c5 53 68 ee b5 46 ae e6 34 26 16 ff 47 88 08 f2 e7 63 62 02 08 f8 f6
d2 b3 ce f3 12 b4 87 28 0e 88 e7 fd ec 8f d4 c5 71 79 29 08 bc ae 9b f5 9c b2 87 78 30 8c 3e bf 78 c3 99 8e f3 c9 7a 81
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f9 19 9f e0 f1 30 4a 53 ee 7e 46 b0 8f 13 c4 36 c3 99 e5 b8 44 14 e4 e8 e9 71 07 49 be fc af 14 ac 2e 1b f7 85 e2 41 1e
aa 11 49 fb ae 00 b1 f0 02 ae 33 ea a3 df 6d 1c f7 45 6d b7 af b6 f7 3f 78 7e b6 d2 86 63 08 de 48 46 89 b9 5e b6 46 ef
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36 4e cd fe c0 46 ef 8f a9 01 d8 a4 38 d2 b2 05 3f 5b 99 e0 c0 1b 28 e0 f5 44 b3 22 93 70 c2 f4 b5 67 05 44 ce 00 98 f1
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03 76 ca 9d 0f 7e 20 6d ed 83 58 b1 08 8c c9 8b 45 c7 14 a6 00 a1 aa e8 86 ca 08 1b 3b 63 8a f0 9a 52 96 fa 1c 4a 86 4a
28 85 0a e1 8e 6d 93 03 2e 14 c5 f0 39 95 24 50 3f 5b 99 e0 c0 1b 28 e0 f5 44 b3 22 93 70 c2 f4 01 4b ee e2 f2 d8 0c a0
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08 4e 61 26 e9 11 cc b7 21 00 1c b5 54 1b d5 e0 f0 54 63 fc cb ea f9 f0 29 87 cc 97 17 4a f6 ba 89 0c 67 62 69 37 b6 3f
c2 52 a4 59 87 41 69 80 6b eb 06 8a 48 91 49 36 fd 97 6f af 55 16 32 e2 3f 5b 99 e0 c0 1b 28 e0 f5 44 b3 22 93 70 c2 f4
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2d 84 80 96 bd d3 6f 3f c8 9e c0 bb 30 62 31 80 a5 ff 59 d0 e5 fa 0a d1 aa fa d4 f2 16 f2 2c 15 0d b7 2a f4 ae 87 31 69
d0 79 53 67 76 06 f2 b0 38 e1 b9 9a f3 01 20 39 62 4d 73 40 3f 5b 62 eb 30 48 f5 e5 4b e4 5f de 97 7b cc 0f 3b 06 1f 5c
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72 fb a9 54 b0 e7 4a f6 26 34 a7 f3 f2 85 1c 67 5b a3 57 79 aa 19 ff e1 87 77 fe d6 0e 9e 64 ea 73 33 85 90 42 2f bd 09
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Implement a program—e.g., as given by the following programProblem3.java—that out-
puts the plaintextX produced by decrypting each ciphertext messageY.

public class Problem3{

public static void main(String[] argv) throws java.io.IOException {

byte[] y = new byte[16];
byte[] z = new byte[24];

System.in.read(z);
AES aes= new AES(z);

while (System.in.read(y) != -1)

System.out.write(aes.decrypt(y));
}

}


