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Craig A. Rich

In problems 1-2, perform a cryptanalysis of the given cifgheiY produced by a secret-key cryp-
tosystem, and give the following:

a) Find the plaintexx.

b) Precisely describe the encryptiomo{ decryption) algorithm that was used to
produceY from X. If the algorithm is a substitution cipher, clearly state th
alphabet of characters to which it applies.

c) Describe the secret k&f/that was used during encryptionof decryption).
(produced by single substitution)

w"/<Z!ZpzMLM<M8$DM<G8ZG<G8i<0Li>$pg<M$,GDZ/i<Di<MG"gLig<X$!GZL'M<Mi/L$"M
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ZggLGL$ ! Zp<["p'i/Z>LpLGLiM<>iL!1<Lgi!GL,Lig<>z<$G81i/M}<<KzMGiEM<DLG8
Z/X8LGiXG"/Zp<DiZ:!iMMiM<Gi!g<G$<>i<,/Z1LpiUUUi [i!<ZM<:!$D!<,pZDM<Z/i<,LNig"~
iD<$!iM<Gi!g<G$<X$Ei<G$<pL18G}
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K$"/Xi<e$gi<Si [LiD<$, <G8i<OLi>$pg< | $GL11<KzMGiE
X$EELMML$ ! ig<>z<G8i<eZpL,$/!LZ<KiX/iGZ/z<$,<KGZGi
c"pz<5&~ <58k~



(produced by multiple substitution)
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3Suzr:D5JWDjM5K0}0@=YR+Gzo (GEE{W: vP/woZ ‘ bSHEM=&Ptvb|G] -qSC_"{U] !'nrxwID
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‘DhM& (PyRO] Or Jv}=0owl1@q5R=p3zMwEDwU4 ‘y$ | 09tzGnl~Z_wWp+UuCxw3@/| ,$5]rb
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An n-symbol permutation is a one-to-one function: {1,...,n} — {1,...,n}, which can
be defined by a vectofrt(1),7(2),...,7m(n)). For each permutation, there is a unique
inverse permutation 7t ': {1,...,n} — {1,...,n} such thatt'(n(i)) = n(n'(i)) = 1,
fori =1,...,n. A transposition cipher is a secret-key cryptosystem in which the encryp-
tion functionk: ™ x ({1,...,n}—={1,...,n}) — X™ and decryption functio: ™ x
({1,...,n}={1,...,n}) — L™ are defined by

E(X]XZ . Xn, Z) = Xz(1)Xz(2) e XZ(n),
D(Y1Y2 e Yn, Z) - Yz—l (])Yz—l 2)-- .Yz—l (n)»

where the secret ke is ann-symbol permutation.

a) Complete the methodsicrypt anddecrypt so that they implement the functiols
andD. You can assume that the lengths of the actual array argsraest.:

static char[] encrypt(char[] x, int[] z)
static char[] decrypt(char[] y, int[] z)

b) Show that for alX € £™, D(E(X, Z),Z) = X.

Show that for joint random variable§ Y,
H(X,Y) = H(X) + H(Y | X).

Show that a secret-key cryptosystem in which- E(X, Z) andX = D(Y, Z) satisfies

H(Y|X,Z)=0andH(X |Y,Z) =0.



