ETHEREAL(1) TheEthereal Network Analyzer ETHEREAL(2)

NAME
ethereal — Interaately browse network traffic
SYNOPSYS
ethereal [ —a capture autostop condition ] ... —p capture ring buffer option ] ... 4B cap-

ture buffer size (Win32 only) ] fc capture packet count ]f capture filter ] [-g packet number] th]

[ -i capture interface ] k] [-1] [-L] [-mfont] [-n] [ =N name resolving flags ] -fo prefer-
encel/recent setting] ... §o] [ —Q] [ —rinfile] [ —R read (display) filter ] FS] [ —scapture snaplen ]
[ -t time stamp format ] v ] [ —w savefile] [ -y capture link type ] Fz statistics ] [ infile ]

DESCRIPTION

0.10.12

Ethereal is aGUI network protocol analyzerlt lets you interactiely browse packet data from adi net-
work or from a previously s&d capture file. Ethereal's native apture file format idibpcap format,
which is also the format used ypdump and various other tools.

Ethereal can read / import the following file formats:

* |ibpcap, tcpdump and various other tools using tcpdsigpture format

* snoopandatmsnoop

* Shomiti/FinisarSurveyor captures

* Novel LANalyzer captures

* M icrosoftNetwork Monitor captures

* AIX’s iptrace captures

* Cinco NetworkdNetXRay captures

* N etwork Associates Windows-basgdiffer captures

* N etwork General/Network Associates DOS-baSaiffer (compressed or uncompressed) captures
* AG Group/WildPacket&therPeek'TokenPeelAiroPeek/EtherHelp/PacketGrabber captures
* RADCOM s WAN/LAN analyzer captures

* N etwork Instrument®©bserver version 9 captures

* Lucent/Ascendrouter debug output

* files fromHP-UX's nettl

* Toshiba’s ISDN routers dump output

* the output from4btrace from thelISDN4BSDproject

* traces from th&yeSDNUSB SO.

* the output inPLog format from the Cisco Secure Intrusion Detection System
* pppd logs(pppdump format)

* the output fromvMS’s TCPIPtrace/TCPtrace/UCX$TRACE utilities

* the text output from thBBS Etherwatch VMS utility

* Visual Networks'Visual UpTimetraffic capture

* the output fromCoSinel2 debug

* the output from Accellent’SViewsLAN agents

* Endace Measurement Systere®F format captures

* L inux Bluez Bluetooth stackcidump —w traces

There is no need to tdiithereal what type of file you are reading; it will determine the file type by itself.
Ethereal is also capable of readingyaof these file formats if theare compressed using gzifcthereal
recognizes this directly from the file; the '.gz’ extension is not required for this purpose.

Like aher protocol analyzergthereal's main windav shows 3 views of a pa&k. It shavs a summary
line, briefly describing what the packet ia.paclket details display is shown, allowing you to drill down to
exact protocol or field that you interested irinally, a hex dump shows you exactly what the packet looks
like when it goes eer the wire.

In addition,Ethereal has some features that neak unique. Itcan assemble all the packets imGP con-
versation and she you theASCII (or EBCDIC, or hex) data in that coversation. Displayfilters in Ethereal

are very pwerful; more fields are filterable iGthereal than in other protocol analyzers, and the syntax
you can use to create your filters is rich&s Ethereal progresses x@ect more and more protocol fields to
be allowed in display filters.
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Packet capturing is performed with the pcap libraihe capture filter syntax follows the rules of the pcap
library. This syntax is different from the display filter syntax.

Compressed file support uses (and therefore requires) the zlib .libfahe zlib library is not present,
Ethereal will compile, but will be unable to read compressed files.

The pathname of a capture file to be read can be specified with tiption or can be specified as a com-
mand-line argument.

OPTIONS

Most users will want to staEthereal without options and configure it from the menus instead. Those
users may just skip this section.

Specifya aiterion that specifies whelthereal is to stop writing to a capture filélhe criterion is of
the formtestvalue wheretestis one of:

duration:valueStop writing to a capture file aftealueseconds ha dapsed.

filesizevalue Stop writing to a capture file after it reaches a siasbfekilobytes (where a kilobyte is
1000 bytes, not 1024 bytes). If this option is used together with the —b option, Ethereal will stop writ-
ing to the current capture file and switch to the next one if filesize is reached.

files:.valueStop writing to capture files aftealuenumber of files were written.

Causetthereal to run in “multiple files’ mode. In“ multiple files’ mode,Ethereal will write to sev-
eral capture files. When the first capture file fills Eghereal will switch writing to the next file and
so on.

The created filenames are based on the filenavee gith the —w flag, the number of the file and on
the creation date and time, e.g. vefde 00001_20050604120117.pcap,
savefile_00001_20050604120523.pcap, ...

With thefiles option it's dso possible to form a “ring udffer”. This will fill up new files until the
number of files specified, at which pokthereal will discard the data in the first file and start writing
to that file and so on. If tHdesoption is not set, mefiles filled up until one of the capture stop condi-
tions match (or until the disk if full).

The criterion is of the forrkey:value wherekey is one of:

duration:valueswitch to the next file afteralueseconds ha dapsed, een if the current file is not
completely filled up.

filesizevalueswitch to the next file after it reaches a sizeaftiekilobytes (where a kilobyte is 1000
bytes, not 1024 bytes).

files:.valuebegin again with the first file aftealuenumber of files were written (form a ring buffer).

Win32 only: set captureuffer size (inMB, default is 1MB). This is used by the the capture/@rio
buffer packet data until that data can be written to disk. If you encountestphoks while capturing,
try to increase this size.

Setthe maximum number of packets to read when capturiegtita.

Setthe capture filter expression.

Afterreading in a capture file using theflag, go to the gien padket number
Printthe version and options and exit.

Setthe name of the network interface or pipe to use Yergacket capture.

Network interface names should match one of the names listetheteal —D*. If you're using
Unix, "netstat —i* or "ifconfig —a" might also vork to list interface names, although not afsions
of Unix support the-a flag toifconfig.

Pipe names should be either the name BifF® (named pipe) or+'’ to read data from the standard
input. Dataread from pipes must be in standard libpcap format.
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-k

Startthe capture session immediatelythe i flag was specified, the capture uses the specified inter
face. OtherwisekEthereal searches the list of intades, choosing the first non-loopback interface if
there are annon-loopback interfaces, and choosing the first loopback interface if there are no non-
loopback interfaces; if there are no interfaégthereal reports an error and doesdart the capture.

Turn on automatic scrolling if the pastkdisplay is being updated automatically as packetgezslir-
ing a capture (as specified by theflag).

List the data link types supported by the interface and exit.

Setthe name of the font used Eyhereal for most tat. Ethereal will construct the name of the bold
font used for the data in the byte wipane that corresponds to the field selected in the packet details
pane from the name of the main text font.

Disablenetwork object name resolution (such as hostnana® and UDP port hames), theN flag
might override this one.

Turn on name resolving only for particular types of addresses and port numbers, with name resolving
for other types of addresses and port numbers turned off. Thisvéagles—n if both —-N and-n are
present. If both-N and—n flags are not present, all name resolutions are turned on.

The argument is a string that may contain the letters:
m to enableMAC address resolution

n to enable network address resolution

t to enable transport-layer port number resolution

C to enable concurrent (asynchronoDs)s lookups

Seta preference or recent valueyeariding the default value and warvalue read from a prefer
ence/recent file. Theg@ument to the flag is a string of the fopmefnamevalug whereprefnames the

name of the preference/recent value (which is the same name that would appear in the prefer
ence/recent file), andalueis the value to which it should be s&inceEthereal 0.10.12, the recent
settings replaces the formerly used —-B, —P and -T flags to manipul@eitdenensions.

Don't put the interface into promiscuous mode. Note that the aatenfight be in promiscuous mode

for some other reason; hene,cannot be used to ensure that the only traffic that is capturedits traf
sent to or from the machine on whiklthereal is running, broadcast traffic, and multicast traffic to
addresses reaed by that machine.

CauseEthereal to exit after the end of capture session (useful in batch mode—withption for
instance); this option requires theand—-w parameters.

Readpacket data fronmfile.

Whenreading a capture file specified with theflag, causes the specified filter (which uses the syn-
tax of display filters, rather than that of capture filters) to be applied to all packets read from the cap-
ture file; packets not matching the filter are discarded.

Automaticallyupdate the packet display as packets are coming in.

Setthe default snapshot length to use when capturiggcita. Nomore thansnaplenbytes of each
network packet will be read into mempoy saved to dsk.

Setthe format of the packet timestamp displayed in the gtdidt windav, the default is relate. The
format can be one of:

r relative: The relatve tme is the time elapsed between the first packet and the current packet
a absolute: The absolute time is the actual time the packet was captured, with no date displayed
ad absolute with date: The absolute date and time is the actual time and date the packet was captured

d delta: The delta time is the time since the previous packet was captured
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Printthe version and exit.
Setthe default capture file name.

If a capture is started from the command line with set the data link type to use while capturing
paclets. Thevalues reported byL are the values that can be used.

GetEthereal to collect various types of statistics and display the result in a wititit updates in
semi-real time. Currently implemented statistics are:

-z dcerpc,sryjuid,major.minodfilter]

Collect call/replySRT (Service Response Time) data BCERPCinterfaceuuid, versionmajor.minor.
Data collected is number of calls for each procedure, Min®RxSR and AvgSRI. Example: use
-z dcempc,srt,12345778-1234-abcd-ef00-0123456789ac tb.Gollect data folICIFS SAMR Inter-
face. Thisoption can be used multiple times on the command line.

If the optional filterstring is provided, the stats will only be calculated on those calls that match that fil-
ter. Example: use-z dcerpc,srt,12345778-1234-abcd-ef00-0123456789ac,1.0,ip.addr==1.2c8.4
collectSAMR SR statistics for a specific host.

-z io,stat

Collect packet/bytes statistics for the capture in imtisrof 1 seconds. This option will open a win-
dow with up to 5 color-coded graphs where numtiepackets-pesecond or numbesf-bytes-per-
second statistics can be calculated and displayed.

This option can be used multiple times on the command line.
This graph windw can also be opened from the Analyze:Statistics: Traffic:lO-Stat menu item.
-z rpc,srtprogram,versior,<filter>]

Collect call/replySRT (Service Response Time) data fwogram/version Data collected is number of
calls for each procedure, Min§RMaxSR and AvgSRI. Example: use-z rpc,srt,100003,30 col-
lect data foNFSv3. Thisoption can be used multiple times on the command line.

If the optional filter string is provided, the stats will only be calculated on those calls that match that
filter. Example: use-z rpc,srt,100003,3,nfs.fh.hash==0x123456T8 collectNFS v3 SRT statistics
for a specific file.

—Z rpc,programs

Collect call/replyRTT data for all known ONC-RPC programergions. Dataollected is number of
calls for each protocol/version, MinRTWMaxRTT and AvgRTT.

-z smb,srt[filter]

Collect call/replySRT (Service Responseirie) data forSMB. Data collected is number of calls for
eachsSMB command, MinSR, MaxSR and AvgSR. Example: use-z smb,srt

The data will be presented as separate tables for all n@miicommands, all Transaction2 com-
mands and aMT Transaction command®nly those commands that are seen in the capture wél ha

its stats displayedOnly the first command in a xAndX command chain will be used in the calcula-
tion. Sofor common SessionSetupAndX + TreeConnectAndX chains, only the SessionSetupAndX
call will be used in the statistics. This is axfldnat might be fixed in the future.

This option can be used multiple times on the command line.

If the optional filterstring is provided, the stats will only be calculated on those calls that match that fil-
ter. Example: use-z “smb,srt,ip.addr==1.2.3.4" to only collect stats foBMB paclets echanged by
the host atP address 1.2.3.4 .

-z fc,srt[ filter]

Collect call/replySRT (Service Response Time) data f@. Data collected is number of calls for each
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Fibre Channel command, MinSRMaxSR and AvgSRI. Example: use-z fc,srt. The Service
Response Time is calculated as the time delta between the First pathe exchange and the Last
packet of the exchange.

The data will be presented as separate tables for all ne@r@mmands, Only those commands that
are seen in the capture will\feaits stats displayed.

This option can be used multiple times on the command line.

If the optional filterstring is provided, the stats will only be calculated on those calls that match that fil-
ter. Example: use-z “fc,srt,fc.id==01.02.03" to only collect stats foFC paclets echanged by the
host at~C address 01.02.03 .

-z |dap,srt[filter]

Collect call/replySRT (Service Responseinie) data folLDAP. Data collected is number of calls for
each implementetdDAP command, MinSR, MaxSR and AvgSRI. Example: use-z Idap,srt. The
Service Response Time is calculated as the time delta between the Request and the Response.

The data will be presented as separate tables for all implemem@commands, Only those com-
mands that are seen in the capture wikhits stats displayed.

This option can be used multiple times on the command line.

If the optional filterstring is praded, the stats will only be calculated on those calls that match that fil-
ter. Example: use-z “ldap,srt,ip.addr==10.1.1.1" to only collect stats fotDAP paclets echanged
by the host atP address 10.1.1.1 .

The onlyLDAP command that are currently implemented and the stats wilddatde for are:BIND
SEARCH MODIFY ADD DELETE MODRDN COMPARE EXTENDED

-z mgcp,srtffilter]

Collect requests/responsgRT (Service Response Time) data fIGCP. This is similar to-z
smb,srt). Data collected is number of calls for eachWwnMGCP Type, MinimumSRT, Maximum
SRTand ArerageSRT. Example: use-z mgcp,srt

This option can be used multiple times on the command line.

If the optional filterstring is provided, the stats will only be calculated on those calls that match that fil-
ter. Example: use-z “mgcp,srt,ip.addr==1.2.3.4" to only collect stats foMGCP paclets echanged
by the host atP address 1.2.3.4 .

-z conv,typd,filter]

Create a table that lists all a@nsations that could be seen in the captuype specifies for which
type of comersation we want to generate the statistics; currently the supported ones are

"et h" Et her net

"fc" Fi bre Channel addresses

"fddi" FDDI addresses

"ip" | P addr esses

"i px" | PX addresses

"tcp" TCP/ I P socket pairs Both I Pv4 and | Pv6 are supported
"tr" TokenRi ng

"udp" UDP/ | P socket pairs Both I Pv4 and | Pv6 are supported

If the optional filter string is specified, only those packets that match the filter will be used in the cal-
culations.

The table is presented with one line for eachveation and displays number of packets/bytes in
each direction as well as total number of mastbytes. Bydefault, the table is sorted according to
total number of packets.
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These tables can also be generated at runtime by selecting the appropviataton type from the
menu “Tools/Statistics/Camrsation List/”.

-z h225,counterfilter]

Count ITU-T H.225 messages and their reasons. In the first column you get a list of H.225 messages
and H.225 message reasons, which occur in the current capture file. The number of occurences of each
message or reason is displayed in the second column.

Example: use-z h225,counter
This option can be used multiple times on the command line.

If the optional filterstring is praded, the stats will only be calculated on those calls that match that fil-
ter. Example: use-z “h225,counter,ip.addr==1.2.3.4" to only collect stats for H.225 pasts
exchanged by the host & address 1.2.3.4 .

-z h225,srt[filter]

Collect requests/responS&T (Service Response Time) data for ITU-T H.22&S. Data collected is

number of calls of each ITU-T H.22%AS Message {pe, Minimum SRT, Maximum SRT, Average

SRT, Minimum in Racket, and Maximum in &ket. You will also get the number of Open Requests
(Unresponded Requests), Discarded Responses (Responses without matching request) and Duplicate
Messages. Examplase-z h225,srt

This option can be used multiple times on the command line.

If the optional filterstring is praded, the stats will only be calculated on those calls that match that fil-
ter. Example: use-z “h225,srt,ip.addr==1.2.3.4" to only collect stats for ITU-T H.22BAS packets
exchanged by the host & address 1.2.3.4 .

-z sip,statffilter]

This option will actvate a counter fosIP messages. You will get the number of occurences of each
SIP Method and of eacBIP Status—Code. Additionally you also get the number of reSEnkes-
sages (only fosIP over UDP).

Example: use-z sip,stat
This option can be used multiple times on the command line.

If the optional filter string is provided, the stats will only be calculated on those calls that match that
filter. Example: use-z “sip,stat,ip.addr==1.2.3.4" to only collect stats foBIP paclets exchanged by
the host atP address 1.2.3.4 .

INTERFACE

0.10.12

MENU ITEMS

File:Open
File:Open Recent
File:Close

Open or close a capture fildheFile:Opendialog box allows a filter to be specified; when the capture
file is read, the filter is applied to all patk read from the file, and packets not matching the filter are
discarded. Thé&ile:Open Receris a submenu and will shaoa list of previously opened files.

File:Merge

Merge another capture file to the currently loaded one.FleeMerge dialog box allows the mge
“Prepended”, “Chronologically’or “‘Appended”, relatie 1o the already loaded one.

File:Save
File:Save As

Save the current capture, or the patk currently displayed from that capture, to a file. Checledox
let you select whether tosadl packets, or just those thatweapassed the current display filter and/or
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those that are currently madk, and an option menu lets you select (from a list of file formats in which
at particular capture, or the packets currently displayed from that capture, caed)e aéile format
in which to sae it.

File:File Set:List Files
Shaw a dalog box that list all files of the file set matching the currently loaded file. A file set is a com-
pound of files resulting from a capture using the “multiple file§’ringbuffer” mode, recognizable
by the filename pattern, e.g.: Filename_00001_20050604101530.pcap.

File:File Set:Next File
File:File Set:Previous File
If the currently loaded file is part of a file set (seevajmpen the next / previous file in that set.

File:Export
Export captured data into an external format. Note: the data cannot be imported back into Ethereal, so
be sure to keep the capture file.

File:Print
Print packet data from the current captureu ¥an select the range of packets to be printed (which
paclets are printed), and the output format of each packet ¢aoh packet is printed). The output-for
mat will be similar to the displayedilues, so a summary line, the packet detailw,\éad/or the hr
dump of the packet can be printed.

Printing options can be set with thelit:Preferencesnenu item, or in the dialog box popped up by
this menu item.
File:Quit
Exit the application.
Edit:Find Packet
Search forward or backward, starting with the currently selected packet (or the most recently selected

paclet, if no packet is selected). Search criteria can be a display fifteyssion, a string of kadeci-
mal digits, or a text string.

When searching for a text string, you can search theepdela, or you can search the text in the Info
column in the packet list pane or in the packet details pane.

Hexadecimal digits can be separated by colons, periods, or daBdstring searches can sCll
or Unicode (or both), and may be case insesgsiti

Edit:Find Next

Edit:Find Previous
Search forward / backward for a patknatching the filter from the previous search, starting with the
currently selected packet (or the most recently selected packet, if no packet is selected).

Edit:Time Reference:Set Time Reference (toggle)
Set (or unset if currently set) the selected packet as a Time Referenet piblena paclet is set as
a Time Reference paek, the timestamps in the packet list pane will be replaced with the string
“*REF*". The relative ime timestamp in later paets will then be calculated rekati o the time-
stamp of this Time Reference packet and not the first packet in the capture.

Pakets that hae keen selected as Time Reference p&kvill always be displayed in the packet list
pane. Displayilters will not affect or hide these packets.

If there is a column displayed foCulmulative Bytes’ this counter will be reset avey Time Refer
ence packet.

Edit:Time Reference:Find Next
Edit:Time Reference:Find Previous
Search forward / backward for a time referenced packet.
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Edit:Mark Packet (toggle)
Mark (or unmark if currently madd) the selected paek Thefield “frame.marked’is set for pack-
ets that are marked, so that, for example, a display filters can be used to display oedypaakks,
and so that the Edit:Find Packet dialog can be used to find the next or previous marked packet.

Edit:Mark All Packets
Edit:Unmark All Packets
Mark / Unmark all packets that are currently displayed.

Edit:Preferences
Set theGUI, capture, printing and protocol options (see Preferences dialog below).

View.Main Toolbar
View:Filter Toolbar
View:Statusbar
Shaw or hide the main winde controls.

View.Packet List
View.Packet Details
View.Packet Bytes
Shaw or hide the main winde panes.

View.Time Display Format
Set the format of the packet timestamp displayed in the packet listwindo

View:.Name Resolution:Res@WName
Try to resohe a rame for the currently seleted item.

View.Name Resolution:Enable for ... Layer
Enable or disable translation of addresses to names in the display.

View.Colorize Packet List
Enable or disable the coloring rules. Disabling will imgrgerformance.

View:Auto Scroll in Live Capture
Enable or disable the automatic scrolling of the packet list whileadpture is in progress.

View.Zoom In
View.Zoom Out
Zoom into / out of the main winelodata (by changing the font size).

View.Normal Size
Reset the zoom factor of zoom in / zoom out back to normal font size.

View.Resize All Columns
Resize all columns to best fit the current packet display.

View.Expand Subtrees
Expands the currently selected item argldtbtrees in the packet details.

View.Expand All
View.Collapse All
Expand / Collapse all branches of the packet details.

View.Coloring Rules
Change the foreground and background colors of theepaaiormation in the list of packets, based
upon display filters. The list of display filters is applied to eachgiasquentially After the first dis-

play filter matches a paek ary additional display filters in the list are ignored. Therefore, if you are

filtering on the existence of protocols, you should list the hifgvel protocols first, and the Veer-
level protocols last.

How Colorization Works

Packets are colored according to a list of color filters. Each filter consists of a name, a filter
expression and a coloration. A patks colored according to the first filter that it matches. Color
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filter expressions use exactly the same syntax as display filter expressions.
When Ethereal starts, the color filters are loaded from:

1. The uses personal color filters file oif that does not exist,

2. The global color filters file.

If neither of these exist then the packets will not be colored.

View.Show Packet In Nev Window
Create a ng window containing a packet details weand a h& dump windav of the currently
selected packet; this windowill continue to display that paeks details and dataven if another
packet is selected.

View.Reload
Reload a capture file. SameRik:CloseandFile:Openthe same file again.

Go:Back
Go back in previously visited packets history.

Go:Forward
Go forward in previously visited packets history.

Go0:Go D Packet
Go to a particular numbered packet.

Go:Go O Corresponding Packet
If a field in the packet details pane containing a pacdkimber is selected, go to the packet number
specified by that field. (This works only if the dissector that put that entry into thetphatkils put it
into the details as a filterable field rather than just>ds) f€his can be used, for example, to go to the
paclet for the request corresponding to a rephythe reply corresponding to a request, if that pack
number has been put into the packet details.

Go:First Packet
Go:Last Packet
Go to the first / last packet in the capture.

Capture:Interfaces
Shavs a dialog box with all currently kmm interfaces and displaying the current networkfitraf
amount. Capture sessions can be started from Bexeare: keeping this box open results in high sys-
tem load!

Capture:Options
Initiate a lve packet capture (see Capture Options dialog below). If no filename is specified, a tempo-
rary file will be created to hold the capture. The location of the file can be chosen by setting your
TMPDIR ervironment variable before startirigthereal. Otherwise, the defult TMPDIR location is
system—dependent, but is likely eittear/tmpor /tmp.

Capture:Start
Start a e paclet capture with the previously seleted options. This'tvopen the options dialog box,
and can be coenient for repeatingly capturing with the same options.

Capture:Stop
Stop a running Vie apture.

Capture:Restart
While a live apture is running, stop it and restart with the same options again. This carvéréesdn
to remare wnrelevant packets, if no valuable packets were captured so far.

Capture:Capture Filters
Edit the saed list of capture filters, allowing filters to be added, changed, or deleted.
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Analyze:Display Filters
Edit the saed list of display filters, allowing filters to be added, changed, or deleted.

Analyze:Apply as Filter
Create a display filteor add to the display filter strip at the bottom, a display filter based on the data
currently highlighted in the paelcetails, and apply the filter.

If that data is a field that can be tested in a display fikgression, the display filter will test that field;
otherwise, the display filter will be based on absoluteetfvithin the packet, and so could be unreli-
able if the packet contains protocols witiriable-length headers, such as a source-routesh-iokg
packet.

The Selectedoption creates a display filter that tests for a match of the datoth8electedoption
creates a display filter that tests for a non-match of the ddtaAnd Selected Or Selected And

Not Selected and Or Not Selectedoptions add to the end of the display filter in the strip at the bot-
tom anAND or OR operator followed by the medisplay filter expression.

Analyze:Prepare a Filter
Create a display filteor add to the display filter strip at the bottom, a display filter based on the data
currently highlighted in the packet details, but dapply the filter.

Analyze:Enabled Protocols
Allow protocol dissection to be enabled or disabled for a specific protablidual protocols can be
enabled or disabled by clicking on them in the list or by highlighting them and pressing the space bar
The entire list can be enabled, disabled, wertied using the buttons beldhe list.

When a protocol is disabled, dissection in a particulargiastiops when that protocol is reached, and
Ethereal mues on to he next packt. Ary higherlayer protocols that auld otherwise ha keen pro-
cessed will not be displayedzor example, disablingrCP will prevent the dissection and display of
TCP, HTTP, SMTP, Telnet, and another protocol exclusely dependent omCP.

The list of protocols can besal, so that Ethereal will start up with the protocols in that list disabled.

Analyze:Decode As
If you have a @mcket selected, present a dialog waliog you to change which dissectors are used to
decode this paet. Thedialog has one panel each for the link laypetwork layer and transport layer
protocol/port numbers, and will alloeach of these to be changed independeriiy example, if the
selected packet isCP paclet to port 12345, using this dialog you can instruct Ethereal to decode all
packets to or from thatCP port asHTTP packets.

Analyze:User Specified Decodes
Create a n& window showing whether ay protocol ID to dissector mappings Y& keen changed by
the user This windav also allows the user to reset all decodes to their default values.

Analyze:FollowTCP Stream
If you have aTCP paclet selected, display the contents of the data stream famheonnection to
which that packt belongs, as text, in a separate wimdad leave te list of packets in a filtered state,
with only those packets that are part of thaP connection being displayedvou can revert to your
old view by pressingENTERn the display filter text box, therebyivking your old display filter (or
resetting it back to no display filter).

The windav in which the data stream is displayed lets you select:
* whether to display the entire a@nsation, or one or the other side of it;
* whether the data being displayed is to be treatédsas or EBCDIC text or as rav hex data;

and lets you print what'aurrently being displayed, using the same print options that are used for the
File:Print Pakket menu item, or se it as &xt to a fie.

Statistics:Summary
Shav summary information about the capture, including elapsed timegpaoknts, byte counts, and
the like. Ifa dsplay filter is in efiect, summary information will be shown about the capture and about
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the packets currently being displayed.

Statistics:Protocol Hierarchy

Shaw the number of packets, and the number of bytes in those packets, for each protocol in the trace.
It organizes the protocols in the same hiergrchwhich they were found in the trace. Besides count-

ing the packets in which the protocol exists, a count is also made fatpackvhich the protocol is

the last protocol in the stackihese last-protocol counts shhgou hav mary packets (and the byte

count associated with those pat®endedin a particular protocol. In the table, thare listed under

“End Packetsand “End Bytes”.

Statistics:I0 Graphs

Open a winde where up to 5 graphs in different colors can be displayed to indicate number of pack-
ets or number of bytes per second for all packets matching the specifiedBfjitdefault only one
graph will be displayed showing number of packets per second.

The top part of the windwo contains the graphs and scales for the X and Y axis. If the graph is too
long to fit inside the winde there is a horizontal scrollbar beldhe drawing area that can scroll the
graphs to the left or the righiThe horizontal axis displays the time into the capture andetteal

axis will display the measured quantity at that time.

Below the drawing area and the scrollbar are the cont@isthe bottom left there will be fvamilar
sets of controls to control each induvidual graph suctDasplay:<button>" which button will toggle
that individual graph on/éf If <button> is ticked, the graph will be displayetiColor:<color>"
which is just a button to skowhich color will be used to dwathat graph (color is onlyvailable in
Gtk2 version) and finally'Filter:<filter—text>" which can be used to specify a display filter for that
particular graph.

If filter-text is empty then all paeits will be used to calculate the quantity for that graph. If fiébet
is specified only those pagts that match that display filter will be considered in the calculation of
quantity.

To the right of the 5 graph controls there are four menus to control global aspects oftlesdrand
graphs. The" Unit:” menu is used to control what to measurpackets/tick’, ‘‘bytes/tick” or
“advanced..

paclets/tick will measure the number of packets matching the (if specified) display filter for the graph
in each measurement interval.

bytes/tick will measure the total number of bytes in all pecknatching the (if specified) display filter
for the graph in each measurement interval.

advanced... see below

“Tick intenal:” specifies what measurement intervals to use. The default is 1 second and means that
the data will be countedver 1 s=cond intervals.

“ Pixels per tick:” specifies hav mary pixels wide each measurement interval will be in thevorg
area. Thalefault is 5 pixels per tick.

“Y-scale:’ controls the max alue for the y—axis.Default value is‘auto” which means thatthe-
real will try to adjust the maxvalue automatically.

“advanced..| f Unit:advanced... isselected the windwo will display two more controls for each of

the five gaphs. Onecontrol will be a menu where the type of calculation can be selected from
SUM,COUNT,MAX,MIN,AVG and LOAD, and one control, tdbox, where the name of a single dis-
play filter field can be specified.

The following restrictions apply to type and field combinations:

SUM: available for all types of integers and will calculate ghév of all occurences of this field in the
measurement inteal. Notethat some field can occur multiple times in the samegqiaakd then all
instances will be summed up. Example: 'tcp.len’ which will count the amount of payload data
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transferred acroSECPin each interval.

COUNT: available for all field types. This willOUNT the number of times certain field occurs in each
intenval. Note that some fields may occur multiple times in eachepacid if that is the case then each
instance will be counted independently @@UNT will be greater than the number of packets.

MAX: available for all intger and relatie ime fields. This will calculate the max seen gedtime
value seen for the field during the intatv Example’smh.time’ which will plot the maximunsmB
response time.

MIN: available for all intger and relatie ime fields. This will calculate the min seen gaetime
value seen for the field during the intatv Example’smh.time’ which will plot the minimunsmB
response time.

AVG: available for all intger and relatie ime fields.This will calculate theverage seen ingger/time
value seen for the field during the intatv Example:’'smhtime’ which will plot the &erage SMB
response time.

LOAD: available only for relatie ime fields (response times).
Example of advanced: Display hov#FSresponse tim®&AX/MIN/A VG changes eer time:
Set first graph to:

filter:nfs&&rpc.tine
Calc: MAX rpc.time

Set second graph to

filter:nfs&&rpc.tine
Calc: AVG rpc.tinme

Set third graph to

filter:nfs&&rpc.tine
Calc:MN rpc.tinme

Example of advanced: Displaywdhe average packet size from host a.b.c.d changestone.
Set first graph to

filter:ip.addr==a.b.c.d&&frane. pkt | en
Cal c: AVG frane. pkt | en

LOAD: The LOAD io-stat type is very different from anything youvhaever seen before! While the
response times themself as plotted g, MAX,AVG ae indications on the Server load (which
affects the Server response time), tliAD measurement measures the ClisbAD. What this mea-
sures is he much workload the client generates, i.ewhi@st will the client issue mecommands
when the previous ones completed. i.e. thvellef concurreng the client can maintain. The higher
the numberthe more and faster is the client issuingvrmmands. When theOAD goes down, it
may be due to client load making the client slower in issuimgaoenmands (there may be other rea-
sons as well, maybe the client just doebavearny commands it wants to issue right then).

Load is measured in concurrency/number\arlapping i/o and the value 1000 means there is a con-
stant load of one i/o.

In each tick interval the amount o¥aslap is measured. See the graph etontaining three com-
mands: Belw the graph are theOAD values for each interval that would be calculated.
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Statistics:Cowersation List

This option will open a ne window that displays a list of all cerrsations between wvendpoints.
The list has one w for each unique cewrrsation and displays total number of packets/bytes seen as
well as number of packets/bytes in each direction.

By default the list is sorted according to the number of packets but by clicking on the column header;

it is possible to re-sort the list in ascending or descending orderyloplamn.

By first selecting a cafersation by clicking on it and then using the right mouse button (on those plat-
forms that hee a ight mouse button) ethereal will display a popup menu offeringraledifferent fil-
ter operations to apply to the capture.

These statistics windows can also beoked from the Ethereal command line using tteecorv argu-
ment.

Statistics:Service Response Time:DCE-RPC

Open a windw to display Service Response Time statistics for an arbitrary DCE-RPC program inter
face and displayProcedure, Number of Calls, Minimum SRT, Maximum SRT andAverage SRT for

all procedures for that programetgion. Thesewindows opened will update in semi-real time to
reflect changes when doingdi aptures or when readingweapture files intdethereal.

This dialog will also allev an tional filter string to be used. If an optional filter string is used only
such DCE-RPC request/response pairs that match that filter will be used to calculate the statistics.
no filter string is specified all request/response pairs will be used.

Statistics:Service Response Time:Fibre Channel

Open a windw to display Service Response Time statistics for Fibre Channel and displaype,
Number of Calls, Minimum SRT, Maximum SRT and Average SRT for all FC types. Thesevin-
dows opened will update in semi-real time to reflect changes when deingfitures or when read-
ing nev capture files intoEthereal. The Service Responsenie is calculated as the time delta
between the First packet of the exchange and the Last packet of the exchange.

This dialog will also allev an tional filter string to be used. If an optional filter string is used only
suchFC first/last exchange pairs that match that filter will be used to calculate the statistics. If no filter
string is specified all request/response pairs will be used.

Statistics:Service Response Time:ONC-RPC

Open a windw to display statistics for an arbitrary ONC-RPC program interface and diBptae-

dure, Number of Calls, Minimum SRT, Maximum SRT andAverage SRT for all procedures for that
program/ersion. Thesevindows opened will update in semi-real time to reflect changes when doing
live aptures or when readingweapture files intdcthereal.

This dialog will also allev an tional filter string to be usedf an optional filter string is used only
such ONC-RPC request/response pairs that match that filter will be used to calculate the statistics.
no filter string is specified all request/response pairs will be used.

By first selecting a casersation by clicking on it and then using the right mousttoln (on those plat-
forms that hee a fight mouse button) ethereal will display a popup menu offeringraledifferent fil-
ter operations to apply to the capture.
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Statistics:Service Response Time:SMB
Collect call/replySRT (Service Response Time) data &wB. Data collected is number of calls for
eachsSMB command, MinSR, MaxSR and AvgSH.

The data will be presented as separate tables for all n@miicommands, all fnsaction2 com-
mands and aMT Transaction commands. Only those commands that are seen in the captureewill ha
its stats displayed. Only the first command in a xAndX command chain will be used in the calcula-
tion. Sofor common SessionSetupAndX + TreeConnectAndX chains, only the SessionSetupAndX
call will be used in the statistics. This is axfldnat might be fixed in the future.

You can apply an optional filter string in a dialog box, before starting the calculation. The stats will
only be calculated on those calls matching that filter.

By first selecting a casersation by clicking on it and then using the right mousttoln (on those plat-
forms that hee a fight mouse button) ethereal will display a popup menu offeringraledifferent fil-
ter operations to apply to the capture.

Statistics:Service Response Time:MGCP
Collect requests/responS&T (Service Response Time) data feGCP. Data collected isilumber of
calls for each knan MGCP Type, Minimum SRT, Maximum SRT, Average SRT, Minimum in
Packet, and Maximum in Packet These windows opened will update in semi-real time to reflect
changes when doingvé aptures or when readingweapture files intdcthereal.

You can apply an optional filter string in a dialog box, before starting the calculation. The statistics
will only be calculated on those calls matching that filter.

Statistics:Service Response Time:ITU-T H. 228
Collect requests/responS&T (Service Response Time) data for ITU-T H.22&S. Data collected is
number of callsfor each known ITU-T H.22RAS Message ¥pe, Minimum SRT, Maximum SRT,
Average SRT, Minimum in P acket, and Maximum in Packet. You will also get the number &ipen
Requests(Unresponded Request§)iscarded ResponsefResponses without matching request) and
Duplicate Messages. These wimdoopened will update in semi-real time to reflect changes when
doing live aptures or when readingweapture files intdcthereal.

You can apply an optional filter string in a dialog box, before starting the calculation. The statistics
will only be calculated on those calls matching that filter.

Statistics:ITU-T H.225
Count ITU-T H.225 messages and their reasons. In the first column you get a list of H.225 messages
and H.225 message reasons, which occur in the current capture file. The number of occurences of each
message or reason will be displayed in the second column. Thiswvopdmed will update in semi-
real time to reflect changes when doing Iaptures or when readingweapture files intdcthereal.

You can apply an optional filter string in a dialog box, before starting the colhirstatistics will
only be calculated on those calls matching that filter.

Statistics:SIP
Activate a counter fogIP messages. You will get the number of occurences of @&diethod and of
eachSIP Status—Code. Additionally you also get the number of res@itlessages (only fasIP over
UDP).

This windav opened will update in semi-real time to reflect changes when demgalptures or when
reading ne capture files intdethereal.

You can apply an optional filter string in a dialog box, before starting the colhirstatistics will
only be calculated on those calls matching that filter.

Statistics:ONC-RPC Programs
This dialog will open a winde showing aggrgaed RTT statistics for all ONC-RPC Programsfv
sions that exist in the capture file.
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Help:Contents
Some help texts.

Help:Supported Protocols
List of supported protocols and display filter protocol fields.

Help:Manual Pages
Display locally installedHTML versions of these manual pages in a web browser.

Help:Ethereal Online
Various links to online resources to be open in a web brovlilsertttp://www.ethereal.com.

Help:About Ethereal
See various information about Ethereal (see About dialog below)hkkversion, the folders used, the
awailable plugins, ...

WINDOWS

Main Window
The main windw contains the usual things ékihe menu, some toolbars, the main area and a status-
bar The main area is split into three panes, you can resize each pane (b’ ‘at the right end
of each divider line.

The main windw is much more flexible than before. The layout of the main windan be cus-
tomized by thelLayout page in the dialog box popped up Bdit:Preferencesthe following will
describe the layout with the default settings.

Main Toolbar
Some menu items areailable for quick access here. There is no way to customize the items
in the toolbarhoweve the toolbar can be hidden bjew.Main Toolbar.

Filter Toolbar
A display filter can be entered into the filter toolbArfilter for HTTP, HTTPS and DNS traffic
might look like this:

tcp.port == 80 [ tcp.port == 443 [ tcp.port == 53

Selecting thd-ilter: button lets you choose from a list of named filters that you can optionally
save. Pressing the Return or Enteeys, or selecting thépply button, will cause the filter to

be applied to the current list of patk. Selectinghe Resetbutton clears the display filter so
that all packets are displayed (again).

There is no way to customize the items in the toolhaweve the toolbar can be hidden by
ViewFilter Toolbar.

Peacket List Pane
The top pane contains the list of network paskthat you can scroll through and selegy.
default, the packet numhegpacket timestamp, source and destination addresses, protocol, and
description are displayed for each packet; @tmdumnspage in the dialog box popped up by
Edit:Preferencedets you change this (although, unfortunatglu currently hee © savethe
preferences, and exit and restart Ethereal, for those changes die¢ak).

If you click on the heading for a column, the display will be sorted by that column; clicking on
the heading again will verse the sort order for that column.

An effort is made to display information as high up the protocol stack as possibl& e.g.
addresses are displayed ferpaclets, but thevAC layer address is displayed for unkmro
packet types.

The right mouse button can be used to pop up a menu of operations.

The middle mouse button can be used to mark a packet.
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Peacket Details Pane
The middle pane contains a display of the details of the currently-selected. pbkdisplay
shavs each field and itsalue in each protocol header in the stack. The right mouse button can
be used to pop up a menu of operations.

Packet Bytes Pane
The lowest pane contains axhand ASCII dump of the actual packet dat8electing a field in
the packet details highlights the corresponding bytes in this section.

The right mouse button can be used to pop up a menu of operations.

Statusbar
The statusbar is divided into dwparts, on the left some context dependant things amensho
like information about the loaded file, on the right the number of packets are displayed: P =
Packets captured/loaded, D = Displayed in packet list (after filtering), M = Marked by user.

The statusbar can be hidden\gw Statusbar

Preferences
The Preferenceslialog lets you control various personal preferences for the behatinerkeal.

User Interface Preferences
TheUser Interfacepage is used to modify small aspects ofGhs to your own personal taste:

Scrollbars
The vertical scrollbars in the three panes can be set to be either on the left or the right.

Selection Bars
The selection bar in the packet list and packet details oz dther a ‘browse’ or
“select’ behavior If the selection bar has %rowse’ behavior the arrov keys will
move an outline of the selection badlowing you to browse the rest of the list or
details without changing the selection until you press the spacdfihe selection bar
has a ‘select’ behavior the arrov keys will move the selection bar and change the
selection to the neitem in the packet list or packet details.

Tree Line Style
Trees can be dwan with no lines, solid lines, or dotted lines between items, or can be
drawn with “tab’ headings.

Tree Expander Style
The epander item that can be clicked to whor hide items under a tree item can be
omitted (note that this will pvent you from changing whether those items arensho
or hidden!), or can be drawn as squares, triangles, or circles.

Hex Display
The highlight method in the kalump display for the selected protocol item can be set
to use either werse video, or bold characters.

Save Window Position
If this item is selected, the position of the main Ethereal winddl be saved when
Ethereal exits, and used when Ethereal is started again.

Save Window Size
If this item is selected, the size of the main Ethereal winddl be saved when Ethe-
real exits, and used when Ethereal is started again.

File Open Dialog Behavior
This item allows the user to selectwh&thereal handles the listing of the “File Open’
Dialog when opening trace fileS$.Remember Last Directorycauses Ethereal to auto-
matically position the dialog in the directory of the most recently opened Via, e
between launches of EtheredlAlways Open in Directoryallows the user to define a
persistent directory that the dialog willelys default to.
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Directory
Allows the user to specify a persistent File Open directdrgiling slashes or back-
slashes will automatically be added.

Layout Preferences
The Layoutpage lets you specify the general layout of the main wind@u can choose from
six different layouts and fill the three panes with the contents you like.

Column Preferences
The Columnspage lets you specify the numbtitte, and format of each column in the patk
list.

The Column titleentry is used to specify the title of the column displayed at the top of the
paclet list. The type of data that the column displays can be specified usit@pthmn for
matoption menu. The @ of buttons on the left perform the following actions:

New Adds a n& column to the list.

Delete
Deletes the currently selected list item.

Up / Down
Moves the selected list item up or down one position.

Font Preferences
The Font page lets you select the font to be used for most text.

Color Preferences
The Colors page can be used to change the color of tktedieplayed in th&CP stream win-
dow and for marked packets.oTchange a colgramply select an attribute from thé&set:”
menu and use the color selector to get the desired ciharnev text colors are displayed as a
sample text.

Capture Preferences
The Capturepage lets you specify various parameters for captunmegplicket data; these are
used the first time a capture is started.

The Interface:combo box lets you specify the intece from which to capture packet data, or
the name of &IFO from which to get the packet data.

The Data link type:option menu lets you, for some interfaces, select the data link header you
want to see on the paets you captureFor example, in some OSes and with some versions of
libpcap, you can choose, on an 802.11 iataf whether the packets should appear as Ethernet
packets (with a fak Bhernet header) or as 802.11 packets.

The Limit ead packe to ... bytescheck box lets you set the snapshot length to use when cap-
turing live dcata; turn on the check box, and then set the number of bytes to use as the snapshot
length.

TheFilter: text entry lets you set a capture filter expression to be used when capturing.

If any of the environment ariablesSSH_CONNECTION SSH_CLIENT, REMOTEHOST DIS-
PLAY, or CLIENTNAME are set, Ethereal will create a default capture filter that excludés traf
from the hosts and ports defined in those variables.

The Capture padkes in promiscuous modgheck box lets you specify whether to put the inter
face in promiscuous mode when capturing.

The Update list of pakes in real timecheck box lets you specify that the display should be
updated as packets are seen.

The Automatic scrolling in live captércheck box lets you specify whethar an ‘Update list
of packets in real timetapture, the packet list pane should automatically scroll tew she
most recently captured packets.
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Printing Preferences

The radio buttons at the top of tReinting page allov you choose between printing patk
with theFile:Print Packet menu item as & or PostScript, and sending the output directly to a
command or saving it to a fileThe Commandtext entry box, on UNIX-compatible systems,
is the command to send files to (usu#dly), and the-ile: entry box lets you enter the name of
the file you wish to see . Additionally, you can select thEile: button to browse the file sys-
tem for a particular se file.

Protocol Preferences

There are also pages for various protocols that Ethereal dissects, controlling the way Ethereal
handles those protocols.

Edit Capture Filter List
Edit Display Filter List
Capture Filter
Display Filter

Read Filter

Search Filter
The Edit Captue Filter List dialog lets you create, modjfgnd delete capture filters, and thdit Dis-

play Fi

Iter Listdialog lets you create, modjfgnd delete display filters.

The Capture Hlter dialog lets you do all of the editing operations listed, and also lets you choose or
construct a filter to be used when capturing packets.

The Display Hlter dialog lets you do all of the editing operations listed, and also lets you choose or
construct a filter to be used to filter the current capture being viewed.

The Read Hter dialog lets you do all of the editing operations listed, and also lets you choose or con-
struct a filter to be used to as a read filter for a capture file you open.

The Seach Fiter dialog lets you do all of the editing operations listed, and also lets you choose or
construct a filter expression to be used in a find operation.

In all of those dialogs, thEilter nameentry specifies a descripé rame for a filtere.g. Web and
DNS traffic. The Filter string entry is the tet that actually describes the filtering action to take, as
described aba. The dialog buttons perform the following actions:

New
Edit
Delete

If there is text in the tventry boxes, creates aweassociated list item.
Modifiesthe currently selected list item to match what' the entry boxes.

Deletes the currently selected list item.

Add Expression...

OK

Apply

For display filter expressions, pops up a dialog box toaajlou to construct a filterx@ression

to test a particular field; it fidrs lists of field names, and, when appropriate, lists from which to
select tests to perform on the field amdlses with which to compare it. In that dialog box, the
OK button will cause the filter expression you constructed to be entered inEdltdrestring
entry at the current cursor position.

In the Capture Fiter dialog, closes the dialog box and reakhe filter in théilter string entry
the filter in theCaptue Preferencedialog. Inthe Display Hlter dialog, closes the dialog box
and makes the filter in tHélter string entry the current display filteand applies it to the cur
rent capture.In the Read Hter dialog, closes the dialog box and makes the filter irFther
string entry the filter in theOpen Captue Fle dialog. Inthe Seach Hlter dialog, closes the
dialog box and makes the filter in tRter stringentry the filter in thé-ind Paket dialog.

Makes the filter in the-ilter string entry the current display filteand applies it to the current
capture.
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Save If the list of filters being edited is the list of capture filterses#e current filter list to the per
sonal capture filters file, and if the list of filters being edited is the list of display filtees, sa
the current filter list to the personal display filters file.

Close Closethe dialog without doing anything with the filter in thidter stringentry.

The Color Filters Dialog
This dialog displays a list of color filters and allows it to be modified.

THE FILTER LIST
Single ravs may be selected by clicking. Multiple rows may be selected by using the ctrl and
shift keys in combination with the mouse button.

NEW
Adds a nw filter at the bottom of the list and opens the Edit Color Filter dialog box. You will
have o dter the filter &pression at least before the filter will be accepted. The format of color fil-
ter expressions is identical to that of display filters. The fiter is selected, so it may immedi-
ately be meged up axd down, deleted or editedlo avoid confusion all filters are unselected
before the ne filter is created.

EDIT
Opens the Edit Color Filter dialog box for the selected fi{tEthis button is disabled you may
have nore than one filter selected, making it ambiguous which is to be edited.)

DELETE
Deletes the selected color filter(s).

EXPORT
Allows you to choose a file in which toveahe current list of color filters. You may also choose
to save mly the selected filters. A button is provided toestne filters in the global color filters
file (you must hee sufficient permissions to write this file, of course).

IMPORT
Allows you to choose a file containing color filters which are then added to the bottom of the cur
rent list. All the added filters are selected, sy thhay be meed to the correct position in the list
as a group. @ avoid confusion, all filters are unselected before the fikers are imported. A
button is provided to load the filters from the global color filters file.

CLEAR
Deletes your personal color filters file, reloads the global color filters filey,ifaad closes the
dialog.

UP Moves the selected filter(s) up the list, making it more likely thay thidl be used to color pack-
ets.

DOWN
Moves the selected filter(s) down the list, making it less likely thay thi#l be used to color
packets.

OK Closes the dialog and uses the color filters asdtaad.

APPLY
Colors the packets according to the current list of color filters, but does not close the dialog.

SAVE
Saves the current list of color filters in your personal color filters file. Unless you do tlyisviie
not be used the next time you start Ethereal.

CLOSE
Closes the dialog without changing the coloration of the gtaciNote that changes youvka
made to the current list of color filters are not undone.
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Capture Options

The Captuie Optionsdialog lets you specify various parameters for capturimgcket data.

The Interface: field lets you specify the interface from which to capture eadita or a command
from which to get the packet data via a pipe.

The Link layer header typefield lets you specify the interfaces link layer header type. This field is
usually disabled, as most interfacedanly one header type.

The Captue padkets in promiscuous modsheck box lets you specify whether the interface should be
put into promiscuous mode when capturing.

TheLimit ead padcket to ... bytescheck box and field lets you specify a maximum number of bytes per
packet to capture andw&if the check box is not checked, the limit will be 65535 bytes.

The Captue Hlter: entry lets you specify the capture filter using a tcpdump-style filter string as
described abe.

TheFile: entry lets you specify the file into which captured packets shouldvbd, s in thePrinter
Optionsdialog abee. If not specified, the captured patk will be saed in a emporary file; you can
save those packets to a file with tRde:Save Asnenu item.

The Use multiple filexheck box lets you specify that the capture should be done in “multiplé files’
mode. This option is disabled, if thipdate list of pakets in real timeoption is checked.

The Next file every ...megabyte(stheck box and fields lets you specify that a switch to a next file
should be done if the specified filesize is reached. You can also select the appriate umigrbuhbe

the filesize has a maximum ofGB. The check box is forced to be chedkas “multiple files’mode
requires a file size to be specified.

The Next file every ... minute(gheck box and fields lets you specify that the switch toxa file
should be done after the specified time has elapgedjféhe specified capture size is not reached.

TheRing huffer with ... filedfield lets you specify the number of files of a rindfér. This feature will
capture into to the first file again, after the specified amount of files were used.

The Stop captue dter ... filesfield lets you specify the number of capture files used, until the capture
is stopped.

The Stop captue dter ... pa&et(s) check box and field let you specify that Ethereal should stop cap-
turing after having captured some number of packets; if the check box is naddhethereal will not
stop capturing at some fixed number of captured packets.

The Stop captue dter ... mgabyte(s)check box and field lets you specify that Ethereal should stop
capturing after the file to which captured packets are beiregl ggows as large as or larger than some
specified number of ngebytes. If the check box is not check Ethereal will not stop capturing at
some capture file size (although the operating system on which Ethereal is running,vaildbte a
disk space, may still limit the maximum size of a capture file). This option is disabledulifgle
files” mode is used,

The Stop captue dter ... second(stheck box and field let you specify that Ethereal should stop cap-
turing after it has been capturing for some number of seconds; if the check box is net cEtlck-
real will not stop capturing after some fixed time has elapsed.

The Update list of pakes in real timecheck box lets you specify whether the display should be
updated as paeks are captured and, if you specify that, Aomatic scrolling in live capt@check

box lets you specify the pagklist pane should automatically scroll to whihhe most recently cap-
tured packets as wepackets arkie.

The EnableMAC name esolution Enable network namesolutionandEnable transport nameesolu-
tion check boxes let you specify whetheAC addresses, netwk addresses, and transport-layer port
numbers should be translated to names.
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About
The Aboutdialog lets you vier various information about Ethereal.

About:Ethereal
The Etherealpage lets you vig general information about Ethereal,dikhe installed ersion, licens-
ing information and such.

About:Authors
The Authorspage shows the author and all contributors.

About:Folders
The Folderspage lets you vig the directory names where Ethereal is searchiggatious configura-
tion and other files.

About:Plugins
ThePluginspage lets you vie the dissector plugin modulegsaable on your system.

ThePlugins Listshows the name and version of each dissector plugin module found on your system.

On Unix-compatible systems, the plugins are looked for in thewiltp directories: thdib/ethe-
real/plugins/$VERSION directory under the main installation directory (forxample,
/usr/local/lib/ethereal/plugins/$VERSIQNand ther$HOME/.ethereal/plugins

On Windows systems, the plugins are leokfor in the following directoriesplugins\$VERSION
directory under the main installation directory (faample,C:\Program FHles\Ethereal\plugins\$VER-
SION, and then%APPDATA%\Ethereal\plugins\$VERSIONor, if %APPDATA% isn't defined,
%USERPROFILE%\Application Data\Ethereal\plugins\$VERSION

$VERSION is the version number of the plugin irded, which is typically the version number of
Ethereal. Notehat a dissector plugin module may support more than one protocol; there is not neces-
sarily a one-to-one correspondence between dissector plugin modules and protocols. Protocols sup-
ported by a dissector plugin module are enabled and disabled uskditiReotocolsdialog box, just

as protocols built into Ethereal are.

CAPTURE FILTER SYNTAX

See the manual pagetopdump (8)

DISPLAY FILTER SYNTAX

FILES

0.10.12

For a omplete table of protocol and protocol fields that are filterabigthirreal see thestheeal-filter (4)
manual page.

These files contains vario&hereal configuration settings.

Preferences
The preferencediles contain global (system-wide) and personal preference settings. If the system-
wide preference file exists, it is read firstewiding the default settings. If the personal preferences
file exists, it is read nextyverriding ary previous values. Note: If the command line flagis used
(possibly more than once), it will in turiveride values from the preferences files.

The preferences settings are in the fgmefnamevalug one per line, whererefnameis the name of

the preference andhlueis the value to which it should be set; white space is allowed betvwarah

value A preference setting can be continued on subsequent lines by indenting the continuation lines
with white space. Afcharacter starts a comment that runs to the end of the line:

# Vertical scrollbars should be on right side?
# TRUE or FALSE (case-insensitive).
gui . scrol I bar_on_right: TRUE

The global preferences file is looked for in @therealdirectory under theharesubdirectory of the
main installation directory (forxample,/usr/local/share/ethereal/preferengesn UNIX-compatible
systems, and in the main installation directory (fareple,C:\Program Fles\Ethereal\preferencgs
on Windows systems.

2005-08-02 21



ETHEREAL(1) TheEthereal Network Analyzer ETHEREAL(2)

The personal preferences file is looked foBHOME/.ethereal/preferencesm UNIX-compatible sys-
tems and %APPDATA%\Ethereal\preferencegor, if %APPDATA% isn't defined, %USERPRO-
FILE%\Application Data\Ethereal\preferengemn Windows systems.

Note: Wheneer the preferences arev&d by using theSavebutton in theEdit:Preferenceslialog box,
your personal preferences file will beeowritten with the ne settings, destroying gncomments and
unknown/obsolete settings that were in the file.

Recent
The recentfile contains personal settings (mos#yl related) such as the currdathereal window
size. The file is saed at program exit and read in at program start automatidsithye: The command
line flag—o may be used toverride settings from this file.

The settings in this file ka the same format as in tipeeferencediles, and the same directory as for
the personal preferences file is used.

Note: Wheneer Ethereal is closed, your recent file will beeowritten with the ner settings, destry
ing ary comments and unknown/obsolete settings that were in the file.

Disabled (Enabled) Protocols
Thedisabled_protogiles contain system-wide and personal lists of protocols that leeen disabled,
so that their dissectors areveecalled. Thefiles contain protocol names, one per line, where the pro-
tocol name is the same name that would be used in a display filter for the protocol:

http
tcp # a comment

If a protocol is listed in the globdisabled_protodile, it is not displayed in thAnalyze:Enabled Pr
tocolsdialog box, and so cannot be enabled by the user.

The globaldisabled_protodile uses the same directory as the global preferences file.
The personallisabled_protodile uses the same directory as the personal preferences file.

Note: Wheneer the disabled protocols list is\&al by using theSavebutton in theAnalyze:Enabled
Protocolsdialog box, your personal disabled protocols file will eraritten with the ner settings,
destroying am comments that were in the file.

Name Resolution (hosts)
If the personahostsfile exists, it is used to res@\uPv4 and IPv6 addresses beforg ather attempts
are made to resavthem. Thefile has the standatbstsfile syntax; each line contains ofeaddress
and name, separated by whitespace. The same directory as for the personal preferences file is used.

Name Resolution (ethers)
The ethersfiles are consulted to correlate 6—byte hardware addresses to names. First the personal
ethersfile is tried and if an address is not found there the gleth&irsfile is tried next.

Each line contains one hardwe address and name, separated by whitespace. The digits of the hard-
ware address are separated by colons (:), dashes (=) or periods (.). The same separator character must
be used consistently in an address. The following three lines are valid linestbégsfile:

ff.ff.ff. ff.ff.ff Br oadcast
cO-00-ff-ff-ff-ff TR _br oadcast
00. 00. 00. 00. 00. 00 Zer 0_br oadcast

The globalethersfile is looked for in théetc directory on UNIX-compatible systems, and in the main
installation directory (for exampl€:\Program Fles\Ethereal on Windows systems.

The personatthersfile is looked for in the same directory as the personal preferences file.

Name Resolution (manuf)
The manuffile is used to match the 3-bytendor portion of a 6—byte hardware address with the man-
ufacturers name; it can also contain well-kwa MAC addresses and address ranges specified with a
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netmask. Théormat of the file is the same as tithersfiles, except that entries such as:
00: 00: 0C Ci sco

can be provided, with the 3—by@JI and the name for a vendend entries such as:
00- 00- 0C- 07- AC/ 40 Al -HSRP-routers

can be specified, with®AC address and a mask indicatingshmary bits of the address must match.
The abwoe etry, for example, has 40 significant bits, or 5 bytes, andldvmatch addresses from
00-00-0C-07-AC-00 through 00-00-0C-07-AC~FRe mask need not be a multiple of 8.

Themanuffile is looked for in the same directory as the global preferences file.

Name Resolution (ipxnets)
The ipxnetsfiles are used to correlate 4-by®x network numbers to names. First the glolpadnets
file is tried and if that address is not found there the personal one is tried next.

The format is the same as th#hersfile, except that each address is four bytes instead of Aili-
tionally, the address can be represented as a singg@ldéeimal numbegs is nore common in th&PX
world, rather than four heoctets. Br example, these four lines are valid lines ofpxmetsfile:

C0. A8. 2C. 00 HR
c0-a8-1c-00 CEO

00: 00: BE: EF I T _Serverl
110f Fi | eServer3

The globalipxnetsfile is looked for in théetcdirectory on UNIX-compatible systems, and in the main
installation directory (for exampl€:\Program Fles\Ethereal on Windows systems.

The personabxnetsfile is looked for in the same directory as the personal preferences file.

Capture Filters
The cfiltersfiles contain system-wide and personal capture filters. Each line contains onddifter
ing with the string displayed in the dialog box in quotation marks, followed by the filter string itself:

"HTTP* port 80
"DCERPC" port 135

The globalfiltersfile uses the same directory as the global preferences file.

The personatfiltersfile uses the same directory as the personal preferences file. It is written through
the Capture:Capture Filters dialog.

If the globalcfiltersfile exists, it is used only if the persomdiltersfile does not exist; global and per
sonal capture filters are not merged.

Display Filters
The dfiltersfiles contain system-wide and personal display filté&tach line contains one filtestart-
ing with the string displayed in the dialog box in quotation marks, followed by the filter string itself:

"HTTP" http
"DCERPC" dcer pc

The globaldfiltersfile uses the same directory as the global preferences file.

The personatifiltersfile uses the same directory as the personal preferences file. It is written through
the Analyze:Display Filters dialog.

If the globaldfiltersfile exists, it is used only if the persomtiltersfile does not exist; global and per
sonal display filters are not merged.

Color Filters (Coloring Rules)
The colorfiltersfiles contain system-wide and personal color filtétach line contains one filtestart-
ing with the string displayed in the dialog box, followed by the corresponding displayTiiter the
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background and foreground colors are appended:

# a conmment
@cp@cp@ 59345, 58980, 65534][ 0, 0, 0]
@dp@dp@ 28834, 57427, 65533] [ 0, 0, 0]

The globalcolorfiltersfile uses the same directory as the global preferences file.

The personatolorfilters file uses the same directory as the personal preferences file. It is written
through the View:Coloring Rules dialog.

If the globalcolorfiltersfile exists, it is used only if the persoradlorfiltersfile does not exist; global
and personal color filters are not merged.

GTK rc files
Thegtkrcfiles contain system-wide and persoBak theme settings.

The globalgtkrc file uses the same directory as the global preferences file.

The personajtkrcfile uses the same directory as the personal preferences file.
Plugins

See abee in the description of the About:Plugins page.

SEE ALSO
etheeal-filter (4) tetheral (1) editcap (1) tcpdump (8)pcap (3)

NOTES
The latest version d&thereal can be found atttp://www.ethereal.com

AUTHORS
Original Author

Gerald Combs <geraldf]ethereal.com>
Contributors

Gilbert Ramirez <gram#{TJalumni.rice.edu>
Hannes R. Boehm <hanngg]|boehm.org>
Mik e Hall <mike [AT] hallzone.net>

Bobo Rajec <bob@a{r]bsp—consulting.sk>
Laurent Deniel <laurent.deni@lf]free.fr>

Don Lafontaine <lafont0OT]cn.ca>

Guy Harris <guypT]alum.mit.edu>

Simon Wilkinson <sxw[T]dcs.ed.ac.uk>

Jorg Mayer <jmayeriT]loplof.de>

Martin Maciaszek <fastjack ]i-s—o.net>
Didier Jorand <Didier.Jorandf]alcatel.fr>
Jun-ichiro itojun Hagino <itojumTJitojun.org>
Richard Sharpe <sharpég[]ns.aus.com>
John McDermott <jjmfT]jkintl.com>

Jef Jahr <jjahrpT]shastanets.com>

Brad Robel-Brrest  <bradiT]watchguard.com>
Ashok Narayanan <asholif]cisco.com>
Aaron Hillegass <aaromfT]classmax.com>
Jason Lango <jalfTnetapp.com>

Johan Fgaerts <Johan.laertspT]siemens.com>
Olivier Abad <oabadfT]noos.fr>

Thierry Andry <Thierry.AndryfT]advalvas.be>
Jef Foster <jfostefiT]lwoodward.com>
Peter Torals <petertviT ] xoommail.com>

0.10.12 2005-08-02 24



ETHEREAL(1) TheEthereal Network Analyzer ETHEREAL(2)

Christophe Tonche  <ch.tronchéf'jcomputer.org>
Nathan Neulinger <nneWflumr.edu>

Tomislav Vujec <tvujecphT]carnet.hr>

Kojak <kojak[AT]bigwig.net>

Uwe Girlich <Uwe.GirlichpT]philosys.de>
Warren Young <tangenfT]mail.com>
Heikki Vatiainen <hess#fr]cs.tut.fi>

Greg Hankins <grgh[AT]twoguys.org>

Jerry &lkington <jtalkingtonfT]users.sourceforge.net>
Dave Chapeskie <dchapesf]ddm.on.ca>

James Coe <jammeXf]cin.net>

Bert Driehuis <driehuigT]playbeing.org>
Stuart Stankg <stuartspT]mxmail.net>

John Thomes <johAfrlensemblecom.com>
Laurent Cazalet <laurent.cazakstmailclub.net>
Thomas Parais <thomas.paais[AT Jadvalvas.be>
Gerrit Gehnen <G.Gehnexi]atrie.de>

Craig Nevell <craignpT]cheque.uq.edu.au>
Ed Meang <emeaneyT]cisco.com>
Dietmar Petras <DPetrag[JELSA.de>

Fred Reimer <fwrkT]ga.prestige.net>

Florian Lohof <flo[AT]rfc822.0rg>
Jochen Friedrich <jochen+ethergdl[scram.de>

Paul Welchinski <paul.welchinskiT]telusplanet.net>
Doug Nazar <nazardf ]dragoninc.on.ca>
Andreas Sikkma <h323AT] ramdyne.nl>

Mark Muhlestein <mmnAT|netapp.com>

Graham Bloice <graham.bloieg[]trihedral.com>
Ralf Schneider <ralf.schneidef]alcatel.se>

Yaniv Kaul <ykaul)T]netvision.net.il>

Paul lonescu <paulfT]acorp.ro>

Mark Burton <markbfT]ordern.com>

Stefan Raab <sraalif|cisco.com>

Mark Clayton <claytomT]shore.net>

Michael Rozhavsk  <mike[AT]tochna.technion.ac.il>
Dug Song <dugsongfJmonkey.org>

Michael Tixen <tuexen [AT] fh—muenster.de>
Bruce Korb <blorb[AT]sco.com>

Jose Pedro Qleira  <jpo[AT]di.uminho.pt>

David Frascone <da&|AT]frascone.com>

Peter Kjellerstedt  <pkf{T]axis.com>

Phil Techau <phil_#T]altavista.net>

Wes Hardaler <hardakr[AT]users.sourceforge.net>
Robert Tsai <rtsal{T|netapp.com>

Craig Metz <cmetAT]inner.net>

Per Flock <per.floci4T]axis.com>

Jack Keane <jleanefT]OpenReach.com>

Brian Wellington <bwellingRT]xbill.org>
Santeri Paglainen <santtufT]ssh.com>

Ulrich Kiermayr <uk@T]ap.univie.ac.at>

Neil Hunter <neil.hunte4T]energis—squared.com>
Ralf Holzer <ralfaT]well.com>

Craig Rodrigues <rodrigaJ'] attbi.com>

Ed Warnicle <hagbardfT]physics.rutgers.edu>

0.10.12 2005-08-02 25



ETHEREAL(1) TheEthereal Network Analyzer ETHEREAL(2)

Johan Jagensen <johan.jgenseniTJaxis.com>
Frank Singleton <frank.singletoX]ericsson.com>
Kevin Shi <techishifT)ms22.hinet.net>

Mik e Fisch <mfrischpTJisurfer.ca>

Burke Lau <turke_laupT]agilent.com>

Martti Kuparinen <martti.kuparineaf Jiki.fi>

David Hampton <dhamptoAf Jmac.com>

Kent Engstion <kent[AT]unit.liu.se>

Ronnie Sahlbey <ronnie_sahlberg{rJozemail.com.au>
Borosa Tomisla <tomislav.borosapT|SIEMENS.HR>
Alexandre PFerreira <algandreffaT]tcoip.com.br>
Simharajan Sriglam <Simharajan.Srigftam[AT]netapp.com>
Grgg Kilfoyle <gregk[AT]redback.com>

James E. Flemer <jflemeff]acm.jhu.edu>

Peter Lei <peterlefT]cisco.com>

Thomas Gimpel <thomas.gimpai(]ferrari.de>
Albert Chin <chinafT]thewrittenword.com>
Charles Legert <charlesfT]comm.polymtl.ca>
Todd Sabin <tag{T|webspan.net>

Eduardo Peez Ureta <epereaf]dei.inf.uc3m.es>
Martin Thomas <martin_a_thomasgflyahoo.com>

Hartmut Mueller <hartmufTJwendolene.ping.de>
Michal Melerawicz ~ <Michal.Meleravicz[AT]nokia.com>

Hannes Gredler <hann@g]ljuniper.net>
Support for Juniper'®LT_JUNIPER_ATM
Inoue <inouefT]ainet.or.jp>
Olivier Biot <etherealfT|versateladsl.be>
Parick Wolfe <pjw[AT]zocalo.cellular.ameritech.com>
Martin Held <Martin.HeldpT]icn.siemens.de>
Riaan Swart <rswvart[AT]cs.sun.ac.za>
Christian Lacunza  <celacunzajlgmx.net>
Scott Renfro <scotfT]renfro.org>
Juan ‘Bledo <toledofT]users.sourceforge.net>
Jean-Christian Pennetier <jeanchristian.pennglignd.francetelecom.fr>
Jian M <bgp4newsiT]yahoo.com>
Eran Mann <eman#y Jopticalaccess.com>
Andy Hood <ajhoodAT] fl.net.au>
Randy McEoin <rmceoiiT]pe.net>
Edgar Iglesias <edgar.iglesias]axis.com>

Martina Obermeier  <Martina.Obermei&fficn.siemens.de>
Javier Achirica <achiric#r]ttd.net>

B. Johannessen <bati]havoq.com>

Thierry Pelle <thierry.pell&T]laposte.net>
Francisco Javier Cabello <ficabeka]vtools.es>
Laurent Rabret <laurent.rabratJrd.francetelecom.fr>
nuf si <gnippiksAT]yahoo.com>

Jef Morriss <jef.morrissAT]ulticom.com>
Aamer Akhter <aakhteffT]cisco.com>

Pekka Saola <pekkasfT]netcore.fi>

David Eisner <cradl&T]Glue.umd.edu>

Steve Dickson <stged[AT]talarian.com>

Markus Seehofer <mseehofe[nt.hirschmann.de>
Lee Beger <lbeger[AT]roy.org>

Motonori Shindo <mshind@{T Jmshindo.net>

0.10.12 2005-08-02 26



ETHEREAL(L)

Terje Krogdahl

TheEthereal Network Analyzer

<tekrfT]nextra.com>

Jean-Francois Mule  <jfmAl]cablelabs.com>

Thomas Vittwer

<thomas.wittwerT]iclip.ch>

Matthias Nyffengger <matthiasyffeneggerpT]iclip.ch>

Pdle Lyckegard

Nicolas Ballota
Tom Uijldert
Akira Endoh

Graeme Heson

Pasi Eronen

<Rille[AT]lyckegard.dk>
<ballota[AT]mac.com>
<Tom.Uijldert[AT]cmg.nl>
<endoliT]netmarks.co.jp>
<graeme.lgsonfAT]oracle.com>
<pel[at]iki.fi>

Geog von Zezschwitz <gvZT]2scale.net>

Steffen Vinreich

Marc Milgram

Gordon McKinng

Pavé Novotny
Shinsule Suzuki

Andrew C. Feren

Tomas Kulosa

<steg[AT]weinreich.org>
<etherealfTJmmilgram.NOSPAMmail.net>
<gordonRT]night-ray.com>
<Pavé.Novotny[AT]icn.siemens.de>
<suzpT]kame.net>
<acferem{Tlyahoo.com>
<tomas.kuwsa pT] siemens.com>

Andreas Stockmeier  <a.stockmemdffavm.de>

Pekka Nikander

Hamish Mofatt
Kazushi Sugyo
Tim Potter
Raghu Angdi
Taisuke Sasaki
Tim Newsham
Tom Nisbet
Darren Nev
Pavé Mores
Bernd Becler
Heinz Prantner
Irfan Khan
Jayaram R
Dinesh Dutt

Nagarjuna ¥nna

Jirka Navak

<pekka.nikandafnomadiclab.com>
<hamishpT]cloud.net.au>
<k-sugyoa[]nwsl.mesh.ad.jp>

<tpotpT]samba.org>

<ran@di[ATJinktomi.com>
<sasak#fT]soft.net.fujitsu.co.jp>
<nesshampT]lava.net>
<Tnisbe#T]VisualNetworks.com>
<dnewlJAT]san.rr.com>
<pvIRT]uh.cz>
<bbpT]bernd-becker.de>
<Heinz.Prantnafradisys.com>

<ikhanfT]gqualcomm.com>

<vjayarpT]cisco.com>
<ddut#T]cisco.com>
<mennalAT]|Brixnet.com>

<j.novak[AT]netsystem.cz>

Ricardo Barroeteefia <rbarroetaenalAT Jveufort.com>

Alan Harrison
Mike Fantzen
Charlie Dule
Alfred Arnold
Dermot Bradlg
Adam Sulmicki
Kari Tiirikainen
John Macknzie
Peter Valche
Alex Rozin
Jouni Malinen
Paul E. Erkkila
Jakob Schlyter
Jim Sienicki
Steven French
Diana Eichert
Blair Cooper

<alanharrisoAf Jmail.com>
<frantzemT lw4g.org>
<cdukepT]fvc.com>
<Alfred.Arnold[AT]elsa.de>
<dermot.bradleyT]openvwavecom>
<adanAT]cfar.umd.edu>
<kari.tiirikainenpT]nokia.com>
<John.A.MadnziepT]t-online.de>
<pvalchevAT]openbsd.org>
<Arozin[AT]mrv.com>
<jkmalinefT]cc.hut.fi>
<peefT]erkkila.org>
<jakolfrlopenbsd.org>
<sienickifTJissanni.com>
<sfrenctT]us.ibm.com>
<deicheAfr]sandia.gov>
<blairfT]teamon.com>

2005-08-02

ETHEREAL(L)

27



ETHEREAL(1) TheEthereal Network Analyzer ETHEREAL(2)

Kikuchi Ayamura <ayamurafr Jayamura.org>
Didier Gautheron <dgautheroxifjmagic.fr>

Phil Williams <csypbwAT]comp.leeds.ac.uk>
Kevin Humphries <khumphriesf]networld.com>
Erik Nordstfan <erik.nordstromiT]it.uu.se>
Devin Heitmueller ~ <dheitmuelleA |netilla.com>
Chenjiang Hu <chu{T]chiaro.com>

Kan Sasaki <sasalf]fcc.ad.jp>

Stefan Vénk <stefn.wenkpT]gmx.at>

Ruud Linders <ruudiT]lucent.com>

Andrew Esh <Andrev.Esh|aT]tricord.com>
Greg Morris <GMORRISAT]novell.com>

Dirk Steinbeg <dws|AT]dirksteinberg.de>

Kari Heikkila <kari.o.heikkilapT]nokia.com>
Olivier Dreux <Olivier.DreuxpT]alcatel.fr>
Michael Stiller <msfT]2scale.net>

Antti Tuominen <ajtuomimT]tml.hut.fi>

Martin Gignac <ImcgigniT]mobilitylab.net>
John Vells <wellspTlieee.org>

Loic Tortay <tortaypT]cc.in2p3.fr>

Steve Housley <Steve_HousleyRT]eur.3com.com>
Peter Havkins <peterfThawkins.emu.id.au>
Bill Fumerola <billf[AT]FreeBSD.org>

Chris Waters <chrisfT]waters.co.nz>

Solomon Peagh <pizzalAT]shaftnet.org>

Jaime Burnier <Jaime.@urnier AT] hush.com>
Markus Steinmann <maf]seh.de>

Tsutomu Mieno <iitomfTJutouto.com>
Yasuhiro Shirasaki  <yasuhir&f]Jgnome.gr.jp>
Anand V Narwani <anandfT]narwani.org>
Christopher K. St. John <cla§[]distributopia.com>
Nix <nix[AT]esperi.demon.co.uk>

Liviu Daia <Liviu.DaialAT]imar.ro>

Richard Urwin <richardfT]soronlin.org.uk>
Prabhakar Krishnan  <Prabhakar.Krishmaipetapp.com>
Jim McDonough <jmcdfT]us.ibm.com>

Sergei Shokhor <sshokhefJuroam.com>
Hidetaka Ogwa <ogawdAT]bs2.gnes.nec.co.jp>
Jan Kratochvil <shorffTJucw.cz>

Alfred Koebler <akfTlicon—sult.de>

Vassilii Khachature <Vassilii.KhachaturovfT]comverse.com>
Bill Studenmund <wrstudeAf Jwasabisystems.com>
Brian Bruns <cambef[]ais.org>

Flavio Poletti <flaviopT]polettix.it>

Marcus Haebler <haeblermiflyahoo.com>

UIf Lamping <ulf.lampingAT]web.de>
Matthev Smart <smartpTJmonkey.org>

Luke Howad <lukeh|AT]au.padl.com>
PCDrew <drewpc[aTJibsncentral.com>
Renzo Bmas <renzo.tomfAT] xs4all.nl>

Clive A. Stubbings  <etHAT] vjet.demon.co.uk>
Steve Langasek <wrlon [AT] netexpress.net>
Brad Hards <bhardaf ]bigpond.net.au>

Ccjs 2895 <cjs289%rhotmail.com>

0.10.12 2005-08-02 28



ETHEREAL(1) TheEthereal Network Analyzer ETHEREAL(2)

Lutz Jaenick <Lutz.Jaenick [AT] aet. TU-Cottbus.DE>
Senthil Kumar Nagppan <sknaappan AT] yahoo.com>
Jason House <jhousaT]] mitre.org>

Peter Rles <psdles AT] lucent.com>

Fritz Budiyanto <fritzb88 AT] yahoo.com>
Jean-Baptiste Marchand <Jean-Baptiste.Marchanphisc.fr>

Andreas Tauer <andreas.traupXT] siemens.com>
Ronald Henderson <Ronald.Hendersan][CognicaseUSA.com>
Brian Ginsbach <ginsbaciT] cray.com>

Dave Rchards <d_m_richard#T] comcast.net>

Martin Regner <martin.rgner AT] chello.se>

Jason Greene <jasoAT]] inetgurus.net>

Marco Molteni <mmolteniAT] cisco.com>

James Harris <jharrisAf] fourhorsemen.org>

rmkml <rmkml[AT] wanadoo.fr>

Anders Broman <anders.bromaiT] ericsson.com>
Christian Falckenbgr <christian.falckenbey[AT] nortelnetworks.com>
Huagang Xie <xieAT] lids.org>

cfs 2895 <Cjs28954T] hotmail.com>

Pasi Kovanen <Rsi.Kovanen AT] tahoenetworks.fi>
Teemu Rinta-aho <teemu.rinta—ah&r| nomadiclab.com>
Martijn Schipper <martijn.schippeAf] intersil.com>
Wayne Rarrott <wayne_p AT] pacific.net.au>

Laurent Mger <laurent.mger6 [AT] wanadoo.fr>

Lars Roland <Lars.Rolan@&f] gmx.net>

Miha Jemec <m.jeme@f] iskratel.si>

Markus Friedl <markusAT] openbsd.org>

Todd Montgomery <tmontgonaf] tibco.com>

emre <emrgAT] flash.net>

Stephen Shelle <steve.shellg/ [AT] atthi.com>

Erwin Rol <erwin AT] erwinrol.com>

Duncan Laurie <duncami]] sun.com>

Tony Shene <schen@T] pcisys.net>

Matthijs Melchior ~ <mmelchiorAT] xs4all.nl>

Garth Bushell <gbushellJ] elipsan.com>

Mark C. Bravn <mbravn [AT] hp.com>

Can Erkin Acar <canacaa]] eee.metu.edu.tr>

Martin Warnes <martin.arnes AT] ntlworld.com>

J Bruce Fields <bfieldsAT] fieldses.org>

tz <tz1[AT] mac.com>

Jef Liu <jqliu [AT] broadcom.com>

Niels Koot <Niels.koot [AT] logicacmg.com>

Lionel Ains <lains AT] gmx.net>

Joakim Wibeg <jow [AT] hms—networks.com>

Jef Rizzo <riz[AT] boogers.sf.ca.us>

Christoph West <ch.wiesfAT] tesionmail.de>

Xuan Zhang <xzAT] aemail4u.com>

Thierry Martin <thierry.martinAT] accellent-group.com>
Oleg Terletsk <oleg.terletsl [AT] comverse.com>
Michael Lum <mlum AT] telostech.com>
Shiang-Ming Huang  <smhuangT[] pcs.csie.nctu.edu.tw>
Tony Lindstrom <tom.lindstrom AT] ericsson.com>
Niklas Ogren <niklas.ogremf] 71.se>

Jesper Peterson <jespal | endace.com>

0.10.12 2005-08-02 29



ETHEREAL(1) TheEthereal Network Analyzer ETHEREAL(2)

Giles Scott <gscottyT] arubanetworks.com>
Vincent Jardin <vincent.jardii]] 6wind.com>
Jean-Michel Byard  <jean—michekfyard RT] moufrei.de>
Josef Korelus <jlor [AT] quick.cz>

Brian K. Teraskis  <Brian_Eravskis AT] Cargill.com>
Nathan Jennings <njerAt] triad.rr.com>

Hans \fens <hviengAT] mediatrix.com>

Kevin A. Noll <knoll [AT] poss.com>

Emanuele Caratti <wizAr] libero.it>

Graeme Reid <graeme.reidT]] norwoodsystems.com>
Lars Ruof <lars.ruof [AT] sxb.bsf.alcatel.fr>
Samuel Qu <samuel.q&T] utstar.com>

Baktha Muralitharan  <muralidtAf] cisco.com>

Loic Minier <lool [AT] dooz.org>

Marcel Holtmann <marceHlr] holtmann.org>

Scott Emberlg <scotte AT] netinst.com>

Brian Fundakwski Feldman <bfeldmam] fla.fujitsu.com>
Yuriy Sidelnikov <ysidelnilkov [AT] hotmail.com>
Matthias Drochner ~ <M.DrochneAT] fz-juelich.de>

Dave Slarsky <dave_sclarsl [AT] cnt.com>

Scott Hwis <scott.hweis [AT] ums.msfc.nasa.gov>

David Fort <david.fort [AT] irisa.fr>

Martijn Schipper <mschippenf] globespanvirata.com>

Felix Fei <felix.fei |AT] utstar.com>

Christoph Neusch <christoph.neusaf] nortelnetworks.com>
Jan Kiszka <jan.kiszka[] web.de>

Joshua Craig Douglas <jdougladT enterasys.com>

Dick Gooris <goorisAT] lucent.com>

Michael Shuldman <michaelaT] inet.no>
Tadaaki Nago <na@o [AT] iij.ad.jp>

Aaron Wbo <woo [AT] itd.nrl.navy.mil>
Chris Wison <chris[AT] mxtelecom.com>
Rolf Fiedler <Rolf.FiedlerAT] | nnoventif.com>
Alastair Mav <ethereal AT] almaw.com>

Sam Lefler <sam[AT] errno.com>

Martin Mathieson <martin4r] arca-technologies.com>
Christian V\agner <Christian.\agner AT] stud.uni—karlsruhe.de>

Edwin Calo <caloAT] fusemail.com>

lan Schorr <ischorrAT] comcast.net>

Rowan McFarland <rmcérlaJAT]cisco.com>

John Engelhart <john&f] zang.com>

Ryuji Somgava <yuji-so [AT] is.aist—-nara.ac.jp>
metatech <metatediAT] flashmail.com>

Brian Wheeler <Brian.Wheeleaf] arrisi.com>
Josh Bailg <joshbailg [AT] lucent.com>
Jelmer \érnooij <jelmelfAT] samba.org>

Duncan Sagyeant <dunc-ethereal~dpAT] rcpt.to>
Love Hornquist Astrand <IhgAT] it.su.se>

Lukas Pokorg <maskis pAT] seznam.cz>

Carlos Pignataro <cpignataT] cisco.com>

Thomas Anders <thomas.andesg | blue—cable.de>
Rich Coe <Richard.Co&\J] med.ge.com>
Dominic Bechaz <bddAT] zhwin.ch>

Richard van der Héf <richardv AT] mxtelecom.com>

0.10.12 2005-08-02 30



ETHEREAL(1) TheEthereal Network Analyzer ETHEREAL(2)

Shaun Jackman <sjackma&T] telus.net>

Jon Oberheide <jomA['] oberheide.org>

Henry Ptasinski <henry@f] broadcom.com>
Roberto Morro <Roberto.Morra] TILAB.COM>
Chris Maynard <Christopher.MaynaraT]] GTECHCOM>
SEKINE Hideki <sekineHAT] gf7.so—net.ne.jp>

Jef Connelly <shellreef+mp2pAT] gmail.com>
Irene Rungler <i.ruengelefAT] fh—muenster.de

M. Ortega y Srupp <maqs [AT] loplof.de>

Kelly Byrd <kbyrd-ethereal 4T] memcpy.com>
Luis Ontanon <luis.ontanoAf]gmail.com>

Luca Deri <deri AT] ntop.org>

Viorel Suman  <vsumamf] avmob.ro>

Alejandro \aquero <alejandroaguero AT] verso.com>
Francesco éndelli <fondelli.francescAT] tiscali.it>

Bill Meier <wmeier [AT] newsguy.com>
Susanne Edlund <Susanne.EdluAd][ericsson.com>
Victor Stratan <hidraliskAT] yahoo.com>

Peter Johansson <Peter.Johanssohdontactor.se>
Stefan Metzmacher <metzaT]] samba.org>

Abhijit Menon-Sen <amsAT] oryx.com>

James Fields <jvfield#f] tds.net>

Kevin Johnson <kjohnsorhf] secureideas.net>
Mik e Duigou <bondoldAT] jxta.org>

Deepak Jain <jain1971f] yahoo.com>

Stefano Pettini <spettinAf'] users.sourceforge.net>
Jon Ringle <ml-ethereahf] ringle.org>

Tim Endean <endeafT] hotmail.com>

Charlie Lenahan <clenahaa(] fortresstech.com>

Takeshi Nakashima <T.Nakashima] jp.yokogawacom>
Shoichi Sakane <sakan&T] tanu.org>

Michael Richardson <Michael.RichardsaT] protiviti.com>
Olivier Jacques <olivier.jacque&T]] hp.com>
Francisco Alcoba <francisco.alcobar] ericsson.com>

Nils O. SelA¥sdal <noselasfhT] asgaard.homelinux.org>
Guillaume Chazarain <guicha&T[] yahoo.fr>

Angelo Bannack <angelo.bannagK]siemens.com>
Paolo Frigo <paolofrigo AT] gmail.com>

Jeremy J Ouellette <jouelleAT] scires.com>

Aboo Valappil <walappil_abooAT] emc.com>

Fred Hoekstra <fred.hoekstra]] philips.com>

And assorted fixes and enhancements by the people listeel abo
and by:

Paveé Roskin <proskiAT] gnu.org>

Georgi Guninski <guninskigT] guninski.com>

Jason Copenkar <jcopenhaAT] typedef.org>

Eric Perie <eric.perieAT] colubris.com>

David Yon <yon[AT] tacticalsoftware.com>

Marcio Franco <franco.marci@f] rd.francetelecom.fr>
Kaloian Stoilo <kalkata pT] yahoo.com>

Steven Lass <steenlass AT] mail.com>

Gregory Stark <gsstarlaf] mit.edu>

Darren Steele <stegl¢AT] steelg.co.uk>

<smhuangAT] pcs.csie.nctu.edu.tw>

0.10.12 2005-08-02 31



ETHEREAL(1) TheEthereal Network Analyzer

0.10.12

Michael Kopp <michael.kpp [AT] isarnet.de>
Bernd Leibing <bernd.leibingAl'] kiz.uni—ulm.de>
Chris Heath <chrisAT] heathens.co.nz>

Gisle \anem <g¥a [AT] bgnett.no>

Ritchie <ritchie[AT] tipsybottle.com>

Aki Immonen <aki.immonenAT] golftalma.fi>
David E. Weekly <da&id [AT] weekly.org>

Steve Fad <sford[AT] geeky—-bg.com>

Masaki Chikama <masaki—-af] is.aist-nara.ac.jp>
Mohammad Hanif <mhanifyr] nexthop.com>
Eric Wedel <aevedel [AT] bluearc.com>

Reinhard Spgerer  <rspmiAT] arcor.de>
Parick Kursave <phosphafAT] gentoo.org>

Arsen Chalgan <achalgan [AT] yahoo.com>
<melerski pT] poczta.onet.pl>

Arnaud Jacques <webmastar| securiteinfo.com>

D. Manzella <manzellagT] lucent.com>

Jari Mustajarvi <jari.mustajarvial ] nokia.com>

Joost Yervante Damad <Joost.Damad][siemens.com>

Pierre Juhen <pierre.juheAT]] wanadoo.fr>

David Richards <drichard#\[] alum.mit.edu>

Shusaku Ueda <uedaAT[] sra.co.jp>

Jonathan Perkins <jonathan.perkias][ipaccess.com>
Holger Schurig <h.schurigdf] mn-logistik.de>
Peter J. Creath <peter—etheredt]creath.net>

Magnus Hansson <malT] hms.se>

Pavé K ankovsky <kan |AT] dcit.cz>

Nick Black <dank AT] reflexsecurity.com>

Bill Guyton <guyton AT] bguyton.com>

Chernishe Yury <Chernishwe [AT] iskrauraltel.ru>
Thomas BImer <Thomas&mer [AT] Gunter. AF.mil>
Clinton Work <clinton[AT] scripty.com>

Joe Marcus Clakk  <marcus RT] marcuscom.com>
Kendy Kutzner <kutznedT]tm.uka.de>

James H. Cloos Jr <cloos [AT] jhcloos.com>

Tim Farley <tfarley[AT]iss.net>

Daniel Thompson <daniel.thompsae[st.com>

Chris Jepway <thai—-dragonfT]eleven29.com>
Matthewv Bradley <matthev.bradley [AT] cnsonline.net>
Nathan Alger <natharaf’] wasted.com>

Stas Grabois <sagi@f] radware.com>

Ainsley Pereira <APereirdAT] Withess.com>

Philippe Mazeau <philippe.mazeaAr| swissvoice.net>
Carles Kishimoto <ckishimaoafr] ac.upc.es>

Dennis Lim <Dennis.LimAT] motorola.com>

<postadal AT] suse.cz>
Martin van der Weff <martin [AT] vanderwerff.org>

Marco van den Beenkamp <marcgAT] linuxgoeroe.dhs.org>
Ming Zhang <mingzAT] ele.uri.edu>
Neil Pierg <Neil.Pierg [AT] ipaccess.com>
Rémi Denis-Courmont  <courmisdiT] via.ecp.fr>
Thomas BImer <tpalmefAT] elmore.rr.com>
Mérten Swantesson <f95-mgjAT] f.kth.se>
Thomas Boehne <TBoehnaT]] ADwin.de>
2005-08-02

ETHEREAL(L)

32



ETHEREAL(L)

Steve SSmmars
Kestutis Kupciunas
RenePilz

Laurent Constantin
Martin Pichlmaier
Mark Phillips

Nils Ohlmeier
Ignacio Ggret

TheEthereal Network Analyzer

<sommaf&T] lucent.com>

<ksha AT] soften.ktu.lt>
<rene.pilz[AT] ftw.at>

<laurent.constan#a ] agl.fr>
<martin.pichimaieAf] siemens.com>
<msp AT] nortelnetworks.com>

<lists AT] ohlmeier.org>

<iggyret [AT] lucent.com>

Bart Braem <bart.braeni]] gmail.com>
Shingo Horiswa <hame4n5AT] hotmail.com>
Lane Hu <lane.huAT] utstar.com>

Marc Poulhis
Tomasz Mruglski
Brett Kuskie

<marc.poulhiesAT] epfl.ch>
<thomsoqAT] klub.com.pl>
<mstrpgmmr [AT] chek.com>

Brian Caswell <bmcAT] sourcefire.com>
Yann <yann_eadgAT] hotmail.com>
Jon Ringle <ml-ethereahf] ringle.org>
Julien Leproust <julien4r] via.ecp.fr>
Mutsuya lIrie <irie pAT] sakura—catv.ne.jp>
Yoshihiro Oyama <y.oyama\f] netagent.co.jp>
Chris Eagle <cseagl&f] nps.edu>

Dominique Bastien
Nicolas Dichtel
Ricardo Muggli
Vladimir Kondraties

<dbastieAT] accedian.com>
<nicolas.dichteAf] 6wind.com>
<ricardo.mugglifT] mnsu.edu>
<vladimir.kondrati® [AT] gmail.com>

Jaap keuter <jaap.kuter pT] xs4all.nl>
Frederic Peters <fpeter&T[] debian.org>
Anton Ivanw <anthony_johnsorAT] mail.ru>

llya Konstantine<future [AT] shiny.co.il>

Neil Kettle <njk4[AT] kent.ac.uk>

Steve Kamg <skag [AT] users.sourceforge.net>
Steve Paket <pacletstere [AT] hotmail.com>
Javier Acuna <javier.acunaT] sixbell.cl>

Miklos Szurdi <szurdimiklosAT] yahoo.com>

Cvetan lvanuo

<zezo PT] spnet.net>

Vasanth Manickam <vasanth.manickas®] bt.com>

Julian Onions
Samuel Thibault

<julian.onion®\f] gmail.com>
<samuel.thibauKT[] ens-lyon.org>

Peter kovaA <peter.lovar [AT] gmail.com>
Paul Ollis <paul.ollis pT] roke.co.uk>
Dominik Kuhlen <dkuhledjAT] gmx.net>

Karl Knoebl <karl.knoebl4AT] siemens.com>

Maria-Luiza Crvat
Brice Augustin

<luizacri [AT] gmail.com>
<bricecotteq] gmail.com>

ETHEREAL(L)

Alain Magloire <alainmfT]rcsm.ece.mcgill.ca> was kind enough to
give his permission to use his version of snprintf.c.

Dan Laslg <dlasleyT]promus.com> gvepermission for his
dumpit()hex-dump routine to be used.

Mattia Cazzola <mattiagf ]alinet.it> provided a patch to the
hex dump display routine.

We wse the exception module from Kazlib, a C library written by
Kaz Kylheku <kazjT]ashi.footprints.net>. Thanks go to him for
his well-written library The Kazlib home page can be found at
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http://users.footprints.net/"kaz/kazlib.html

Henrik Brix Andersen <brixfT]gimp.org> gvepermission for his
webbrowser calling routine to be used.

Christophe Devine <c.devine[at]crO.netavgpermission for his
SHA1routines to be used.

shax <snafT]shmoo.com> gvepermission to use his(?) weakyk
detection code from Airsnort.
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